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I. Project Information

A.	Background & Current Environment

The San Antonio Water System (SAWS) is a public utility organization owned by the City of San Antonio, Texas, with more than 1600 employees. SAWS Purchasing Department currently issues and posts solicitations in a document saved to a pdf.  Contractors must download the solicitation, fill it in, and mail or hand deliver their response to SAWS Purchasing Department.  SAWS is seeking to automate the vendor registration, solicitation development, issuance, question/ answer process, solicitation receipt, bid tabulation and evaluation, and other ancillary tasks related to a procurement. We are looking to gain efficiency and transparency while maintaining integrity in our Procurement process.  

B.	Objective

SAWS is seeking proposals for an Electronic Bidding System to be used by the SAWS Purchasing Department.  SAWS intends to use the system to automate and manage its sourcing process including the several core functional requirements outlined in Section B, Scope of Services. SAWS Suppliers must not incur costs associated with using the proposed software solution.

C.	Scope of Solution and Services
The Selected respondent shall provide software and related implementation services. The specific products and services to be provided by the selected respondent are as follows:
· Electronic Bidding Software with License options mentioned.  
· Implementation Services include the following major elements:
· Configuration
· Integration
· Testing
· Training
· Deployment
· Documentation
· Support

Minimum Requirements:
Respondent must have been actively engaged for a minimum of three (3) consecutive years as a contractor providing specified services to public sector, government, and or utility customers. 

Software system is a Common off the Shelf (COTS) Product or a Software as a Service (SaaS).
1.	Software and Functionality Requirements
Provide a software solution that meets the functional, technical, and other project requirements described in this Request for Proposal. Respondents are invited to recommend solution variations, but the proposed solution must include the requirements mentioned in this section.
 1.1.	Documentation
The Selected Respondent shall provide user training, user training materials, and instruction documentation related to how to use the product.
It is required that the Selected Respondent shall provide at least one copy of detailed technical documentation in electronic form, in addition to any built-in or on-line help facility. A hard copy of the system administrator documentation is required.
1.2.	Licensing
The Selected Respondent shall provide multiple licensing options. SAWS will make the final decision on the Licensing option.
SAWS intends to use only 7 SAWS employee licenses and unlimited respondent licenses for the first year and later may plan to expand to additional users. Please provide the cost accordingly to reflect no cost to the respondents. 
1.3.	Integrations
SAWS desires that the Electronic Bidding tool be able to integrate with SAWS Enterprise systems.  Respondent shall indicate whether their Electronic Bidding System is capable to integrate with SAWS Lawson financial system, WordPress web content management system, and Microsoft Active Directory.  SAWS will be responsible for the incoming and outgoing integration/configuration of Lawson, WordPress and Active Directory.
	1.4 	Implementation Services Requirements
This section describes the implementation services that the Selected Respondent shall provide to assist SAWS in installing, integrating, and achieving its objectives for the software. SAWS desires a “turnkey” approach, in which the Selected Respondent installs and tests the software at SAWS’ site, configures the software to reflect SAWS’ objectives, demonstrates that the integrations are providing the functionality specified in this document, provides user and system administrator training, provides ongoing support and future upgrades, and performs an agreed-upon acceptance test using SAWS data.
The proposal shall include an estimated implementation schedule for the proposed project, from notice to proceed to project completion. During the negotiation of a final contract, the Selected Respondent will establish a final implementation schedule for the proposed project, which will be agreed upon with the appropriate SAWS management.
1.4.1.	Software Installation and Testing
The Selected Respondent shall install the office-based software on SAWS’ hardware, and shall perform an “out-of-the-box” test that demonstrates that all functions and reports are operating in accordance with the representations made in Selected Respondent’s proposal. In the case of a cloud hosted solution, a comparable test will be performed. 
Tests conducted by the Selected Respondent may not prevent the operation of existing systems or cause system interruptions unless previously approved in writing by SAWS.
SAWS reserves the right to withhold up to one third (1/3) of the contract price until the complete integrated system completely passes the agreed-upon acceptance testing.
1.4.2.	Software Configuration
During system implementation, SAWS will seek to align business processes and industry best practices with its new technology capabilities. In support of this, the Selected Respondent shall advise SAWS on the options, choices, and reports available to tailor the software to meet the objectives described in these requirements. The Selected Respondent shall also guide SAWS in implementing the selected configuration. The Selected Respondent’s proposal shall state the estimated person-days of on-site effort proposed for providing this assistance, and the total estimated cost (including travel and expenses).
1.4.3.	Training
After installation and configuration of the software, the Selected Respondent shall provide on-site user training and system administrator training to prepare SAWS staff for production use of the new system.
This training should be conducted just before “going live” so production system usage is started while the training is still fresh in the minds of the trainees. The above training approach should result in users that are knowledgeable of the proposed system, integration, its maintenance requirements, and the environment in which it is going to be used.
Respondents shall state the estimated in person-days of on-site effort proposed for providing the above-described training, and the total estimated cost (including travel and expenses). If the Respondent proposes to conduct any of the proposed training away from SAWS facilities, the proposed training location(s) shall be identified.
Respondent shall also offer training material for SAWS to use to train its vendors on the use of the system.  
1.5.	Installation of Integration Components
The Selected Respondent shall provide a fully functional solution, including installation and testing of integration components (including any necessary third party components), and demonstrate that the integrations meet the requirements. The “acceptance” test shall be performed following the integrations, the completion of data conversion, and training of users and system administration staff.
1.6.	Post-Implementation Services
SAWS requires that the Selected Respondent provide post-implementation support for a period of 30 days commencing with the beginning of production usage. The Selected Respondent shall develop and staff a post-implementation plan that ensures that the software is operational, stable, and achieves 99.8% up time.  The post-implementation plan will be provided to SAWS’ Project Manager for review and approval. The Selected Respondent shall state the estimated in person-days of on-site effort proposed for providing the above-described support, and the total estimated cost (including travel and expenses).

1.7.	SAWS desires the functionality listed below. 

	FUNCTIONAL REQUIREMENTS

	1. VENDOR SELF REGISTRATION

	Provide supplier with ability to self-register with password protected access. 

	Provide SAWS with ability to identify and/or prevent duplicate registrations. 

	Provide supplier with ability to identify the types of commodities they sell by specifying commodity codes (eg. NIGP, NAICS) during or after vendor registration.  

	Provide supplier with ability to upload and categorize documents such as SMWVB certifications, W-9,  etc.

	Provide supplier with ability to self-reset password. 

	Provide SAWS with a vendor registration approval process that can be used to support the validation of vendor information.

	Provide SAWS with automated method of authenticating email address(s) specified by supplier during registration and on an ad hoc basis.

	Provide supplier with ability to subscribe to solicitations. 

	 

	

	2.  SOLICITATION CREATION

	Ability to create and maintain a library of templates that contain the different sections of a solicitation (e.g.  Instructions to Respondents, Terms and Conditions, Insurance, etc.). 

	Ability to specify and re-use the templates that make up a solicitation document.  The goal is to ensure that a change to a template is made only once and affects all solicitation documents that use the modified template. 

	Ability to specify and customize solicitation type, i.e. RFP, BVB, RFQ, IFB and others as needed. 

	Ability to upload bid items with no limitation on the number of items (for example the Price Schedule). At a minimum provide fields needed to specify SAWS item number, description, manufacturer, part number, and unit of measure.  

	Ability to specify whether item substitutions are allowed. If substitutions are allowed, provide ability for respondent to identify substitution by description, manufacturer, part number, and unit of measure. 



	3. SOLICITATION NOTIFICATIONS, ISSUANCE, QUESTION AND ANSWER PERIOD

	Ability to post “sealed” bids (i.e. bid is locked and cannot be opened by SAWS staff until the specified date/ time).  

	Ability to post informal bids (non-sealed bids).

	Ability to associate commodity code(s) with a solicitation. 

	Ability to broadcast solicitations to all registered vendors. 

	Ability to broadcast solicitation to a select group of vendors based upon its associated commodity code(s).  

	Ability to issue solicitation to non-registered vendors. 

	Ability for vendors to ask questions electronically through the software up until the question due date and time. 

	Ability for SAWS to respond to questions electronically through the software either immediately or at a later date as an Addendum.  

	 

	4. SUPPLIER SOLICITATION RESPONSE

	Ability for vendor to respond electronically with attached documents.  

	Ability to require acknowledgement of forms or addendums before solicitation response is submitted. 

	Ability to stop solicitation response until all required fields are completed and required documents are uploaded. 

	Ability for vendor to update/edit solicitation response up until the specified deadline.  

	Display helpful error messages when a solicitation response fails to submit successfully. 

	 

	5. BID TABULATION

	Ability to generate bid tabulations with side by side comparisons to include line item detail (description, manufacturer, model number, quantity, unit price, and extended price) for overall low bid. 

	Ability to generate bid tabulations with side by side comparisons to include line item detail (description, manufacturer, model number, quantity, unit price, and extended price) for overall low bid per item.

	Ability to generate bid tabulations with side by side comparisons to include line item detail (description, manufacturer, model number, quantity, unit price, and extended price) for overall low bid per group of items.

	Ability for Bid Tabulation to show description, manufacturer, model number, quantity, unit price, calculated extended amounts, and bid total.

	 

	6. EVALUATION OF RFPS AND BVBS

	Ability to evaluate solicitation using multiple evaluation criteria and multiple evaluators.  

	Ability to evaluate technical criteria prior to opening pricing. 

	Ability to evaluate technical criteria and pricing at the same time.

	Ability to summarize evaluations. 

	Ability to publish award results electronically.
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	7. INTEGRATION

	Ability to integrate, where appropriate with SAWS’s existing and planned enterprise systems:
· Lawson 10  (planned Lawson 11)
· Microsoft ADFS for SAWS employee login
· WordPress 5.1.1
· Adobe E-Signature

	Ability for Bidirectional flow of data from Lawson to include but not limited to:
· Commodity/Services  Items
· Commodity Codes
· Description
· Quantity
· Cost
· SMWVB Status


	Ability for one-directional flow of data to SAWS website (WordPress) to include but not limited to:
· Publishing procurement opportunities to SAWS website

	Ability to incorporate the vendor login screen to the SAWS website (WordPress).

	Ability to incorporate Adobe E-Signature for digital signatures. 

	 

	8.  SECURITY

	Ability for SAWS to ensure a Respondent's electronic identity.

	Control functions, access, and permissions by role, i.e.: Admin, Resource Manager, Solicitation.

	Provide time/date stamp audit trails for all actions taken by either SAWS or its suppliers.

	Define different solicitation types that can be separated and distinguished from each other with role-based access.

	Separate the login process for employees and contractors.  SAWS employees should access the system using SAWS AD credentials.

	 

	9. DASHBOARDS AND REPORTING

	Canned reports should include real-time metrics such as Solicitations by Status, Solicitations by Buyer, Solicitations by Commodity Code, Solicitations by SMWVB Code, Solicitations by Open/Close date, Responses by Solicitation, Responses by Vendor, Notifications by Vendor, and Notifications by Solicitation.  

	Provide ability to document and manage vendor performance.

	Provide user-specific, configurable, real-time dashboards.

	Provide ability to drill-down to details from dashboards.

	Provide ability to grant role-based access to dashboards and dashboard objects. 

	 

	10. CONFIGURATION  

	Centralized administration (User ID, password reset, etc.).

	Configure solicitation types that can be distinguished and separated from each other.

	Create custom fields / applications.

	Define custom notifications / workflow.

	Create templates based on solicitation types.

	View by roles (executive, project manager, team member, client, etc.).

	 

	11. USER FRIENDLINESS

	Simple, intuitive mobile responsive web-based interface.

	Simple and advanced search capabilities.

	Wizards for creating new solicitations.

	 

	12. IMPLEMENTATION AND CONSULTATION SERVICES

	Quick implementation timeframe. Provide a proposed schedule.

	Experienced solutions consultants and project management.

	Option for a dedicated technical support account manager.

	Online knowledge base.


2.	Support Requirements and Non-Functional Requirements
The following are the requirements for support provided by the Selected Respondent of the software. These requirements address software maintenance, updates, upgrades, and technical support. If the Respondent does not meet these requirements, the proposal shall state what services are offered (e.g., if your support hours do not comply with the times listed below, state what support hours are offered). The Respondent shall identify the level of support provided for each of the following:
· Standard maintenance agreements shall be available; the standard maintenance agreement shall include all upgrades to the Selected Respondent’s newest version of the same product (including product replacement if the Selected Respondent replaces the software with a newer product) for at least five (5) years, including upgrades that use newer technologies. No material charges shall be made for conversion or other services that the Selected Respondent declares to be mandatory, particularly if those services are made necessary by decisions made by the Selected Respondent (e.g., encryption, adoption of proprietary technologies, failure to plan for known events).
· There must be support for the system(s) from 7:00 AM until 7:00 PM (CT) on business days.
· Technical support shall be available via telephone (toll and/or toll-free), e-mail, Web site resources, and on-site (at additional cost).
· The Selected Respondent must provide a warranty on the entire system to take effect at the point of formal acceptance of the system.
· The Selected Respondent shall provide all released upgrades to the system at no cost through the initial and any subsequently exercised warranty and technical support periods.
· The proposal shall state the method/formula for computing the annual cost of technical support. 
· The proposal shall state what support is provided to clients during implementation of upgrades as part of the Standard Maintenance Agreement. This includes technical support outside normal hours, to accommodate SAWS’ installation of upgrades when the system is not being used.
· The proposal shall state whether SAWS will have to upgrade every time a new version of the software is released. How many versions may SAWS skip before Selected Respondent requires that a new version be implemented?
· The proposal shall state whether there is an established user group organization for your products. List the officers and telephone numbers of your software application user group, if any.

· Respondents proposing cloud hosted solutions shall address all of the above issues in their proposals.



3.	Project Schedule
SAWS’ anticipated schedule is enumerated above in Section I. #2., Timetable.  
SAWS would like to have a completely implemented system in production as soon as possible, although no specific implementation timeframe has been assumed. Please consider this desire when you develop the schedule for your proposal.

Insurance Requirement: See Exhibit “A”

D.	Period of Contract 

1. Contract shall begin upon the effective date of award and terminate 12 months after acceptance of system.

2. At SAWS option, this Contract may be renewed under the same terms and conditions for four (4) additional one (1) year periods. Renewals shall be in writing and signed by SAWS Director of Purchasing or designee, without further action by the San Antonio Water System Board of Trustees, subject to and contingent upon appropriation of funding therefore.

3. SAWS shall also have the right to extend this contract under the same terms and conditions beyond the original term or any renewal thereof, on a month to month basis, not to exceed 6 months. Said month to month extensions shall be in writing, signed by SAWS Director of Purchasing or his designee, and shall not require Board approval, subject to and contingent upon appropriation of funding therefore.

E.	Additional Requirements

1. Vendor shall fill out and submit with their proposal the following questionnaires:
· Software as a Service
· Cloud Vendor Technology Assessment

F.	Estimated Timeline – The dates listed below are subject to change without notice.

June 26, 2019	RFP Released
July 9, 2019	Non-Mandatory Pre-Submittal Conference
July 10, 2019 by 2:00 PM Central Time	Receipt of Written Questions Due
July 17, 2019 by 4:00 PM Central Time	Q & A Posted to Website
July 24, 2019 by 3:00 PM Central Time	Proposals Due
July-August 2019	Proposals Evaluated
August 2019	Demonstrations, if necessary
August 2019	Selected Firm Notified
October 1, 2019	SAWS Board Approval and Award (if required)
Upon Award of Contract	Start Work


II. Selection Process

A.	Selection

All proposals received will be evaluated by a Technical Evaluation Committee that will review, evaluate and rank the proposals according to a numerical scoring system based on the responses to the criteria listed below. The Technical Evaluation Committee may select two or more firms to be interviewed, based wholly on qualifications. 

B.	Interviews/ Demonstrations

As part of the evaluation, at SAWS written request the respondent shall provide a one hour demonstration of the solutions functionality in order to validate the product meets the minimum requirements and the minimum performance criteria as outlined in the Scope of Services in this RFP.

C.	Evaluation Criteria Summary

Respondents not providing a response to each of the criteria listed in this RFP shall be considered non-responsive and ineligible for consideration.

Evaluation criteria are listed in order of priority:

	Evaluation Criteria
	Points

	a. Respondent’s Pricing
	30

	b. Software Compliance with SAWS Functional Requirements
	25

	c. Support Requirements and Non-Functional Requirements
	20

	d. Experience and References
	15

	e. Adherence to Small, Minority, Woman and Veteran Owned Business (SMWB) Participation  (Exhibit “B” Good Faith Effort Plan)
	10

	TOTAL
	100



III. Communication

A.	Restrictions

1.	Respondents or their representatives are prohibited from communicating with any City of San Antonio officials to include:
· City Council members (as defined by the City of San Antonio Ethics Code), 
· City Council member’s staff, and
· San Antonio Water System (SAWS) Board of Trustees regarding the RFP from the time the RFP is released until it has been acted upon by the Board of Trustees.

2.	Respondents or their representatives are prohibited from communicating with SAWS employees regarding this RFP, except as provided under TECHNICAL QUESTIONS, from the time the RFP/RFQ is released until the contract is awarded.

3.	This includes “thank you” letters, phone calls, emails, and any contact that results in the direct or indirect discussion of the RFP and/or proposal submitted by Respondents.

4.	Violation of this provision by the Respondent and/or their agent may lead to disqualification of the Respondent’s proposal from consideration.

B.	Non-Mandatory Pre-Submittal Conference
	
1.	Respondents may ask verbal questions regarding this RFP at the non-mandatory Pre-Submittal Conference on:

July 9, 2019 at 3:00 PM Central Time
Customer Administration Building
Conference Room: Purchasing Department
2800 U.S. Hwy 281 North
San Antonio, TX 78212
Audio Connection: (210) 233-2550
Access Code 995-313-506

2.	Contact Gina Cappa via email Gina.Cappa@saws.org if directions to the location are needed.

3.	Attendance is encouraged in order for the proposed Respondent to gain a better understanding of the project and ask relevant questions.

4.	Any oral responses provided by SAWS staff at the Pre-Submittal Conference shall be preliminary.  A written summary of the Pre-Submittal Conference shall contain official responses, if any.  Any oral response given at the Pre-Submittal Conference that is not confirmed in the written summary of the Pre-Submittal Conference or by a subsequent addendum shall not be official or binding on SAWS.  Only written responses shall be official and all other forms of communication with any officer, employee or agent of SAWS shall not be binding on SAWS.

C.	Technical Questions

1.	Respondents may submit technical questions concerning the services in this RFP in writing; however electronic inquiries by e-mail or fax will be accepted.  The Contact Person for this project is:
Gina Cappa, Contracting and Purchasing Specialist
Purchasing
San Antonio Water System
Administrative Building
2800 U.S. Hwy 281 North
San Antonio, TX 78212
Email: gcappa@saws.org 
Fax to 210-233-4373

2.	Questions regarding this RFP received after 2:00 PM Central Time on July 10th, 2019 will not be answered in order to allow ample time for distribution of answers and/or addendums to this RFP.

3.	Answers to the questions will be posted on the SAWS website by July 17th, 2019.

4.	Verbal questions are not permitted other than as described in this section and during interviews, if any.

5.	Vendor must have a direct customer support contact for emergency purposes. Please provide the designated/dedicated account coordinator for SAWS. 


	Designated Person for SAWS Orders: __________________________________________	
	Email Address: ______________________ 	Direct Phone No. :____________________
	Mobile No.: _________________________	Fax No.: ____________________________

D.	SMWVB Reporting Requirements 

The successful Respondent will be required to report actual payments to all subcontractors by using the Subcontractor Payment and Utilization Reporting (S.P.U.R.) System, beginning with the first SAWS payment for services under the contract, and with every payment thereafter (for the duration of the contract).  This information will be used for subcontractor utilization tracking purposes.  Any unjustified failure to comply with the committed SWMB levels may be considered breach of contract.

Web Submittal of Subcontractor Payment Reports 
The Respondent is required to electronically submit subcontractor payment information using the Subcontractor Payment and Utilization Reporting (S.P.U.R.) System, accessed through a link on SAWS’ “Business Center” web page.  The Contractor and all subcontractors will be provided a unique log-in credential and password to access the SAWS subcontractor payment reporting system.  The link may be accessed through the following internet address: https://saws.smwbe.com/ 

Training on the use of the system will be provided by SAWS.  After the prime receives payment from SAWS, electronic submittals will require data entry of the amount paid to each subcontractor listed on the Contractor’s Good Faith Effort Plan.
Please contact the SMWVB program manager, Marisol V. Robles, at 210-233-3420 or marisol.robles@saws.org for any questions pertaining to the Good Faith Effort Plan or the 
SMWVB Program. 

E.	SMWVB Questions

1.	Respondents and/or their agents may contact Marisol V. Robles, SMWVB Program Manager at 210-233-3420 for assistance or clarification with issues specifically related to the Small, Minority, Woman and Veteran-owned businesses (SMWVB) Program policy and/or completion of the Good Faith Effort Plan, and S.P.U.R. System reporting.

2. Exhibit “B” contains the required forms in order to respond to this RFP.

F.	Submittal or Status Questions

1.	For questions regarding this solicitation please contact Gina Cappa, Contracting and Purchasing Specialist, via e-mail at Gina.Cappa@saws.org  or by fax at 210-233-4373.

2.	To check the status of an RFP after the due date, visit our website located at www.saws.org, select Business Center, Procurement Bids, then select Archive, scroll down to locate the RFP.  The RFP status is indicated. 

3.	If the website does not provide sufficient information, please call Gina Cappa, at 210-233-3412 for assistance.

G.	Submittal Clarification

SAWS reserves the right to contact any Respondent for clarification after responses are opened and/or to further negotiate with any Respondent if such is deemed desirable by SAWS.


IV. Submitting a Response

A.	Deadline

Proposals are due no later than 3:00 PM Central Time on July 24th, 2019.

B.	Submission

1. Submission of Proposals – Submit the proposal in CD Format/ Flash Drive and hard copies.  The CD/ Flash Drive should contain the entire Proposal as submitted, and be clearly marked with the RFP information.  

2. One (1) hard copy shall be clearly marked as “ORIGINAL” on the document cover and on signature sheet.  Seven (7) copies must be submitted as well.  The CD/ Flash Drive, original and all copies should be submitted in a sealed package, with the project information and due date and time clearly identified on the outside of the package.

San Antonio Water System
Attn: Purchasing Department
Administrative Building
2800 U.S. Hwy 281 North
San Antonio, Texas 78212 

3. Responses submitted via any form of electronic transmission, such as electronic mail, or facsimile, will not be considered.

4. If the submittal to this RFP is by any means other than personal delivery, then it is the Respondent’s sole responsibility to ensure the submittals are delivered to the exact location by the time specified.

5. If submission is by personal delivery, allow fifteen (15) minutes for check-in with the guard.  

6. Responses are limited to a maximum of 50 pages per proposal.  A single side equals to a single page.  Required forms do not count toward the page limit.

7. Responses should be clear, concise, and complete.  They should be submitted using an 8 ½” by 11” portrait format.  Illustrations, if required, may be submitted on 11” by 17” sheets. These pages will not count towards the page limit amount of 50 pages.  

8. Responses must be securely bound by any means except by 3-ring binders and paper/binder clips.

9. By submission of a response, the Respondent acknowledges that it has read and thoroughly understands the Scope of Service, agrees to all terms and conditions stated herein, and acknowledges that it can perform all tasks as required.

C. Response Format - The response shall be organized as follows, and each section shall be titled accordingly:

1. Submittal Response Checklist

Complete and include the Submittal Response Checklist within the proposal.  Verify that the checklist is signed and that all documents on the checklist have been included with the proposal.


2. Respondent Questionnaire

The Respondent Questionnaire captures general information regarding the firm submitting a proposal in response to this RFP.  It also includes acknowledgements for the attached exhibits and addendums.  The questionnaire is a required submittal and must be completed and included in the proposal.

3. W-9 Form

Please submit a completed and signed W-9 Form with your proposal.  Please go to http://www.irs.gov/formspubs/index.html?portlet=3 to download the form, if needed.

4.	Safety
· Vendor/Contractor recognizes and agrees that safety is of great importance in performing any work for SAWS, regardless of the risk associated with the work. 
· Vendor/Contractor shall perform all work safely, in compliance with SAWS PPE Guidelines for Industrial Facilities, Vendor/Contractors safety program, and any additional safety standards, plans, procedures, rules or requirements set for in the Contract.

5.	Software Compliance with SAWS Functional Requirements (25 Points)

	SAWS will evaluate each Respondent’s responses to the requirements contained in Section V. in the following areas: 
· Extent to which the proposed software meets the RFPs functional requirements
· Extent of modifications required to meet SAWS’ requirements
· Integration
· Ease of use
· Ease of learning
· Reporting
· Fit with SAWS’ business processes

6.	Support Requirements and Non-Functional Requirements (20 Points)

Each Respondent’s compliance with SAWS non-functional requirements will be evaluated, including the following areas:
· Compliance with the RFP’s technical requirements
· Conversion services
· Implementation Project Approach, Plan, and Schedule
· Training services
· Testing
· Future software support

7.	Experience and References (20 Points)
a. Respondent shall provide a description of its’ operational structure and operating history, which reflects that it has been actively engaged for a minimum of three (3) consecutive years as a contractor providing the same services as specified in the Scope of Services in this RFP. 
b. Respondent shall provide information about its company’s core competencies;; special recognitions & awards and other information that are relevant to the scope of this best value bid.
c. Respondent shall provide customers reviews that may be helpful in the evaluation process.
d. Respondent shall provide information about its organization
e. Respondent shall provide its proposed software solution’s enhancement history from market introduction through the most current version, and the strategies taken to compete in the market.
f. Respondent shall describe its research and development practices and annual development expenditures.  Also forecast the software license’s road map in the market for the next 5 years. 
g. Respondent shall respond to the following questions: How many licenses have been sold in the last 3 years? To how many unique organizations?  How many were new customers and how many were prior customers?
h. Respondent shall provide at least three (3) quality contact references who are currently utilizing the proposed software in production.  The reference information shall include company name, contact person, phone number, email address and the date the software was put into production. SAWS reserves the right to contact references. 

8. Exhibit “C” - Compensation Proposal (30 Points)
*All pricing shall be enclosed in a separate sealed envelope, marked “PRICING”. 

The pricing will be evaluated based upon the lowest total price submitted on the Pricing Schedule.  The Proposal with the lowest price will receive thirty (30) points.  All other proposals will be allotted a percentage of the 30 points based on a comparison with the lowest priced proposal.  The following formula will be used:  

 		[(Lowest price) ÷ (Respondent’s price)] x 30 = Respondent’s allotted points

* All pricing shall be enclosed in a separate sealed envelope, marked “PRICING” with the original submittal only, do not include pricing with the copies.

9. Exhibit “A” - Proof of Insurability

a. Respondent shall submit a copy of a Certificate(s) of Insurance giving evidence of the various lines of Respondent’s commercial insurance coverage currently in force; and

b. Respondent shall submit a letter on Respondent’s Company stationary stating Respondent’s commitment to provide the various lines of insurance coverage required, and at the limits of coverage specified in Exhibit “A”, if awarded a contract under this RFP.

10. Exhibit “B” - Good Faith Effort Plan (GFEP) SMWVB - Small, Minority And Woman-Owned Business Program Compliance (10 Points)

Policies on Equal Employment Opportunity and SMWVB -The purpose is to encourage and involve qualified small, minority and woman owned businesses into the bidding process. This will be evaluated and will be part of determining the overall “Best Value”.”


a.	Equal Employment Opportunity Requirements - SAWS highly encourages Respondents to implement Affirmative Action practices in their employment programs.  This means Respondents should not discriminate against any employee or applicant for employment because of race, color, religion, sex, pregnancy, sexual orientation, national origin, political belief or affiliation, age, disability or genetic information.

	The SAWS Board of Trustees has adopted the Small, Minority, Woman, and Veteran-owned Business (SMWVB) Policy to establish and oversee a program that will support the inclusion of local small, minority, woman, and veteran-owned businesses (SMWVB).  It is the policy of SAWS that it will ensure that local small, minority, woman, and veteran-owned businesses have an equal opportunity to compete for and participate in SAWS contracts.  It is our policy to:

· Ensure nondiscrimination in the award and administration of SAWS contracts;

· Create a level playing field on which SMWVBs can compete fairly for SAWS contracts;

· Ensure that only firms that attempt to meet small, minority, woman-owned business good faith efforts are considered for contract awards.

	Respondent’s commitment to SAWS SMWVB policy will be based on meeting or exceeding the minimum SMWVB goal of 19%.  The minimum goal is based on the total contract value.  Points will be awarded based on the tiered scales below.

	Please note that as of 1/1/2017, an updated SMWVB Policy and scoring methodology are being implemented by San Antonio Water System. Veteran-owned Business Enterprises (VBEs), are tracked for statistical purposes, but are not eligible for points. The maximum number of Small, Minority, and Woman-owned Business (SMWB) points to be earned is 10 points.  Self-performance and subconsulting may be used to achieve the aspirational goals and earn points.  SMWB Respondents and/or subconsultants must be certified by the South Central Texas Regional Certification Agency. Eligible firms (including MBEs and WBEs) must also be certified as a Small Business Enterprise (SBE), and must perform a commercially-useful function on the project in order to be counted for SMWB points.  Please see the Good Faith Effort Plan for definitions of terms.  All Respondents, whether SMWB or not, may earn the maximum number of SMWB points 10 by adhering to the point structures below when attempting to meet the aspirational goals:

SMWB Scoring Method: 10 Points (By percentage)
• SMWB Participation Percentage between 1% and 5.99%: 2 Points
• SMWB Participation Percentage between 6% and 11.99%: 4 Points
• SMWB Participation Percentage between 12% and 15.99%: 6 Points
• SMWB Participation Percentage between 16% and 18.99%: 8 Points
 SMWB Participation Percentage meeting or exceeding 19%: 10 Points

b.	All firms submitted as SMWVB must provide a copy of their certification certificate.  

c.	The SMWB goal is expressed as a percentage of the total dollar amount of the contract going to SMWBs for those areas which the Respondent has subcontracted or anticipates to subcontract, including any future contract amendments.  The goal shall also apply to contract amendments that require work beyond the scope of services originally required to accomplish the project.

d.	The Respondent agrees to employ good faith efforts to carry out this policy through award of subconsultant contracts to SMWVBs to the fullest extent possible. 

e.	The SAWS Good Faith Effort Plan (GFEP) will be used for scoring purposes based upon SMWB participation. However, all subcontractors and/or suppliers, whether SMWVB-certified or not, must be listed in the GFEP, because the information provided in the GFEP will be utilized in the development of the final contract/agreement.  The GFEP format is attached as Exhibit “B.”  This form is required and considered part of the response to the RFP.  Should the Good Faith Effort Plan not be submitted, the proposal may be considered non-responsive. 

f.	The successful Respondent will be required to report actual payments to all subcontractors by using the Subcontractor Payment and Utilization Reporting (S.P.U.R.) System, beginning with the first SAWS payment for services under the contract, and with every payment thereafter (for the duration of the contract).  This information will be used for subcontractor utilization tracking purposes.  Any unjustified failure to comply with the committed SWMB levels may be considered breach of contract. 

	Web Submittal of Subcontractor Payment Reports 
	The Respondent is required to electronically submit subcontractor payment information using the Subcontractor Payment and Utilization Reporting (S.P.U.R.) System, accessed through a link on SAWS’ “Business Center” web page.  The Contractor and all subcontractors will be provided a unique log-in credential and password to access the SAWS subcontractor payment reporting system.  The link may be accessed through the following internet address: https://saws.smwbe.com/ 

Training on the use of the system will be provided by SAWS.  After the prime receives payment from SAWS, electronic submittals will require data entry of the amount paid to each subcontractor listed on the Contractor’s Good Faith Effort Plan.
g.	Please contact the SMWVB program manager, Marisol V. Robles, at 210-233-3420 or marisol.robles@saws.org for any questions pertaining to the Good Faith Effort Plan or the SMWVB Program.

11. Exhibit “D” - Disclosure of Interested Parties

DISCLOSURE OF INTERESTED PARTIES (new clause effective January 1, 2016)

Section 2252.908 of the Government Code is an ethics law that was enacted by H.B. 1295 in 2015, that prohibits a governmental entity from entering into a contract with a business entity (contractor) unless contractor submits a disclosure of interested parties for applicable contracts entered into after January 1, 2016. The Texas Ethics Commission website, https://www.ethics.state.tx.us/whatsnew/elf_info_form1295.htm provides the electronic filing application that must be used by the successful contractor to file Form 1295.

Upon notification from SAWS, the successful contractor will be required to use the electronic application to enter the required information on Form 1295 and print a copy of the completed form, which will include a certification of filing that will contain a unique certification number. An authorized agent of the contractor will be required to sign the printed copy of the form and have the form notarized. The electronic form requests a Contract ID be entered which should be the Bid Number 19-19056YT. 

Respondent to acknowledge that if selected for award, form will be completed as required. 

Please consult your own legal advisor if you have questions regarding the statute or form.  This form is required and is considered part of the response to this RFP.

12.	Exhibit “E” – Conflict of Interest

The Respondent is required to submit a completed Conflict of Interest Questionnaire (CIQ Form). Effective January 1, 2006, Chapter 176 of the Texas Local Government Code requires that persons, or their agents, who seek to contract for the sale or purchase of property, goods, or services with SAWS shall file a completed Conflict of Interest Questionnaire (CIQ) with SAWS. The CIQ Form will be submitted as part of the bid. This form is available from the Texas Ethics Commission at www.ethics.state.tx.us. Please consult your own legal advisor if you have questions regarding the statute or form. To report suspected ethics violations impacting The San Antonio Water System, please call 1-800-687-1918.

13.	Exhibit “F” – No Boycotting Israel Verification
	Submit this exhibit signed with your proposal.

14.	Exhibit “G” – Security Procedures
	Submit this exhibit signed with your proposal.

15.	Exhibit “H” – Software as a Service (SaaS) Provider Information Security and Privacy Assessment Questionnaire
	Fill out completely and submit this exhibit signed with your proposal.

16.	Exhibit “I” – Cloud Vendor Technology Assessment Questionnaire
		       Fill out completely and submit this exhibit signed with your proposal.

V.	Security Procedures

The Security Procedures are attached as Exhibit “G”.  Respondent must acknowledge the requirements of this exhibit on the Respondent Questionnaire Form.

VI.	Sample Contract

A.	The Contract terms and conditions are attached as Exhibit “J” for review purposes only. Respondent must acknowledge the contract terms and conditions on the Respondent Questionnaire.  The contract sample may be replaced by addendum to provide a sample contract more specific to the requested scope of services.

B.	Contract Requirements after award:
	
Upon receipt of the notice of pending Board award of a Contract for Services, the selected Respondent shall prepare all necessary: 
	
1.	Certificates of Liability Insurance in compliance with Section 2.  Certificate(s) of Liability Insurance (“Certificate”) Requirements detailed in Exhibit “A” – “SAWS STANDARD INSURANCE & CERTIFICATE OF LIABILITY INSURANCE REQUIREMENTS” attached to the contract.  Certificate(s) submitted must include the SAWS contract number, project name and job number to which this Contract applies.  The distribution of the completed certificates shall be in strict accordance with Section 2.h. Distribution of Completed Certificates.  

From this point forward the verification and tracking of insurance compliance throughout the life of this contract will be performed through the services of Ebix BPO.

1. A “Corporate Authorization Resolution” listing by name or position the individuals authorized to contractually bind the company must accompany the signed contract returned to SAWS. 

1. Proposal Protest Procedures

Any Respondent who is adversely affected in connection with the solicitation, evaluation, or proposed award of a contract may file a protest appealing the adverse decision to the SAWS Purchasing Director or her designee. The SAWS Purchasing Director or her designee decision on such an appeal shall be final. 

Vendor must deliver a written notice of protest to the Purchasing Director or designee within seven (7) calendar days of SAWS notice of non-selection. If vendor does not file a written notice within this time, the vendor will have waived all rights to formally protest the intent to award. 

VIII.	Requests for Debriefings

	Firms not selected for a contract award may request a debriefing for this solicitation within ten (10) days of SAWS Board of Trustees award.  Requests for debriefings after ten (10) days of award will not be granted.  To schedule a debriefing, please send a written or e-mail request to the contact person listed in Section III, Communication. 

IX.	Other Requirements

Other key requirements that should be noted are as follows:

1. Unresolved issues with SAWS may affect your competitiveness.
2. All contracts will require the provision for a "Right-to-Audit" clause.
3. The SAWS shall retain the right to approve or disapprove all sub-consultant selections on all projects.
4. The SAWS shall retain the right to approve or disapprove any changes/variances of proposed sub-consultants and their related percentage of work "as proposed" from the original submittal form of the selected Respondents.
5. All resulting contracts from this solicitation will be required to define and provide supporting documentation for reimbursable costs with no additional markup applied.
6. Gift Policy: SAWS employees are prohibited from soliciting, accepting or agreeing to accept any gifts from outside sources; please see Section M. – Gifts or Benefits of the Water System’s Code of Ethical Standards.  Section M of the Water System’s Code of Ethical Standards regarding Gifts or Benefits is available on the SAWS Business Center website.

X.	Reservation of Rights

A.	SAWS reserves the right to:

1. Reject any and all proposals received;
2. Issue a subsequent RFP;
3. Cancel the entire RFP;
4. Remedy technical errors in the RFP process;
5. Negotiate with any, all, or none of the Respondents to the RFP;
6. Accept the written proposal as an offer;
7. Waive informalities and irregularities;
8. Accept multiple proposals;
9. Make multiple recommendations to the Board;
10. Request additional information or clarification;
11. All responses and their contents will become the property of SAWS.

B.	SAWS will not reimburse Respondents or sub-contractors for any costs associated with any travel and/or per diem incurred in any presentations associated with the selection process.
C.	This RFP does not commit SAWS to enter into a contract, nor does it obligate it to pay any costs incurred in the preparation and submission of proposals or in anticipation of a contract.



SUBMITTAL RESPONSE CHECKLIST

RFP Name:  Request for Proposal for Electronic Bidding System for SAWS Purchasing Department, Bid 19-19056

Use the checklist to ensure that the proposal is complete by checking off each item included with your response.  Sign and date this form and include this page with each proposal.

|_| Completed and Signed Submittal Response Checklist
|_| Respondent Questionnaire
|_| Completed and Signed W-9 Form
[bookmark: Check13]|_| Software Compliance with SAWS Functional Requirements
|_| Support Requirements and Non-Functional Requirements 
[bookmark: Check14]|_| Experience and References
|_| Exhibit “A” – Proof of Insurance
[bookmark: Check6]|_| Exhibit “B” – Good Faith Effort Plan 
|_| Exhibit “C” – Compensation Proposal – In a separate sealed envelope with the original.
[bookmark: Check10]|_| Exhibit “D” – Disclosure of Interested Parties
|_| Exhibit “E” – Conflict of Interest Questionnaire
|_| Exhibit “F” – No Boycotting Israel Verification 
|_| Exhibit “G” – Security Procedures
|_| Exhibit “H” – Software as a Service (SaaS) Provider Questionnaire
|_| Exhibit “I” – Cloud Vendor Technology Assessment Questionnaire
|_| Exhibit “J” – Sample Contract (Contract has been reviewed.)
|_| CD or Flash Drive of Complete Submittal (One submitted with the original.)

I certify that the proposal submitted includes the items as indicated above. 

			
	Signature	Date

	
	Printed Name

	
	Title



RESPONDENT QUESTIONNAIRE





RFP NAME:  Request for Proposal for Electronic Bidding System for SAWS Purchasing Department, Bid 19-19056

Instructions:  The Respondent Questionnaire is a required questionnaire. Complete the questionnaire by inserting the requested information.  Do not modify or delete the questions.  

GENERAL INFORMATION
1.	Respondent Information:  Provide the following information regarding the Respondent.
(NOTE:  Co-Respondents are two or more entities proposing as a team or joint venture with each signing the contract, if awarded.  Sub-contractors are not Co-Respondents and should not be identified here.  If this proposal includes Co-Respondents, provide the required information in this Item #1 for each Co-Respondent by copying and inserting an additional block(s) before Item #2.)  

	Respondent Name: 		
	(NOTE:  Give exact legal name as it will appear on the contract, if awarded.)
Principal Address:	
	City: 	State: 	Zip Code:	
Telephone No.	 Fax No: 	
Social Security Number or Federal Employer Identification Number:  	

2.	Contact Information:  List the one person who SAWS may contact concerning your proposal or setting dates for meetings.

Name:	
Address: 	
City: 	State: 	Zip Code:	
Telephone No.	Fax No: 	
Email: 	

3.	Identify the principal contact person authorized to commit the Respondent to a contractual agreement.  

	

	

4.	Does Respondent anticipate any mergers, transfer of organization ownership, management reorganization, or departure of key personnel within the next twelve (12) months?

Yes |_| 	No |_|

5.	Is Respondent authorized and/or licensed to do business in Texas?

Yes |_| 	No |_|		If “Yes”, list authorizations/licenses.

	

	


6.	Affirmative Action - Respondent agrees to adhere to the EEO requirements contained in the RFP section IV, sub-section “C.” paragraph 9a. 

Yes |_| 	No |_|		If “No”, state reason.

	

	
	
7.	Debarment/Suspension Information:  Has the Respondent or any of its principals been debarred or suspended from contracting with any public entity?

Yes |_| 	No |_|		If “Yes”, identify the public entity and the name and current phone number of a representative of the public entity familiar with the debarment or suspension, and state the reason for or circumstances surrounding the debarment or suspension, including but not limited to the period of time for such debarment or suspension.

8.	Bankruptcy Information:  Has the Respondent ever been declared bankrupt or filed for protection from creditors under state or federal proceedings?

Yes |_| 	No |_|		If “Yes”, state the date, court, jurisdiction, cause number, amount of liabilities and amount of assets.  

	

9.	Provide any other names under which Respondent has operated within the last 10 years.

	

10.	Litigation Disclosure:  Respond to each of the questions below by checking the appropriate box.  Failure to fully and truthfully disclose the information required in the Litigation Disclosure questions may result in the disqualification of your proposal from consideration or termination of the contract, once awarded.

a.	Have you or any member of your Firm or Team to be assigned to this project ever been indicted or convicted of a felony or misdemeanor greater than a Class C in the last five (5) years?

	Yes |_| 	No |_|

b.	Have you or any member of your Firm or Team to be assigned to this project been terminated (for cause or otherwise) from any work being performed for the San Antonio Water System or any other Federal, State or Local Government, or Private Entity?

	Yes |_| 	No |_|

c.	Have you or any member of your Firm or Team to be assigned to this project been involved in any claim or litigation with the San Antonio Water System or any other Federal, State or Local Government, or Private Entity during the last ten (10) years?

	Yes |_| 	No |_|

If you have answered “Yes” to any of the above questions, please indicate the name(s) of the person(s), the nature, and the status and/or outcome of the information, indictment, conviction, termination, claim or litigation, as applicable. Any such information should be provided on a separate page, attached to this form and submitted with your proposal.


11.	Compliance Agreement:  

Nondisclosure. No information obtained by Respondent from SAWS shall be disclosed by Respondent to any third party.  In the event Respondent is subject to the Texas Public Information Act, upon receipt of a request for any information obtained by Respondent, Respondent shall provide notice to SAWS within 24 hours of receiving the of the request along with a copy of the request, and give SAWS the opportunity to respond to the request prior to its release by Respondent.  

No Lobbying and Compliance with Law.  During the selection process for the project named in this RFP, Respondent agrees to comply with all applicable laws and regulations, including but not limited to restrictions against direct or indirect lobbying of public officials.  Respondent agrees not to make or permit to be made any improper payments, or to perform any unlawful acts.

This agreement shall be construed to be enforceable to the maximum extent permitted by law.

Failure to complete this question or comply with its terms may subject this firm to elimination from the selection process at any time.

Does the Respondent agree to the above?

Yes |_| 	No |_|

12.	Security Procedures:  Respondent acknowledges having read the security procedures in Exhibit “G” and understands the requirements.  Respondent is prepared to perform at their own expense background security checks on their employees, or the employees of their consultants or sub-consultants if requested by SAWS. 

Yes |_| 	No |_|

13.	Contract Terms and Conditions:  Respondent acknowledges having read the contract attached to this RFP.  By responding to this RFP/RFQ, Respondent agrees to these terms and conditions.  

No Exceptions |_| 	Exceptions |_|		If “Exceptions”, they must be submitted with the proposal.  Respondents shall submit exceptions with proposed alternative language to SAWS as an attachment accompanying this questionnaire.

Exceptions will not be accepted after the proposal due date and time.  At the sole discretion of SAWS, the type and nature of exceptions may be grounds for disqualification. 

14.	Addendums: Each Respondent is required to acknowledge receipt of all addendums.

None |_| 	Yes |_|		If “Yes”, Identify.  

	


The information provided above is true and accurate to the best of my knowledge.  Furthermore, we understand that failure to complete the Respondent Questionnaire may subject this firm to elimination from the selection process.


				
	Signature			Date


	
	Printed Name


	
	Title

Completed and Signed W-9 Form

Please submit a completed and signed W-9 Form with your proposal. 

Please go to http://www.irs.gov/formspubs/index.html?portlet=3 to download the form, if needed.



SOFTWARE COMPLIANCE WITH SAWS FUNCTIONAL REQUIREMENTS (25 POINTS)

	SAWS will evaluate each Respondent’s responses to the requirements contained in Section V. in the following areas: 
· Extent to which the proposed software meets the RFPs functional requirements
· Extent of modifications required to meet SAWS’ requirements
· Integration
· Ease of use
· Ease of learning
· Reporting
· Fit with SAWS’ business processes




SUPPORT REQUIREMENTS AND NON-FUNCTIONAL REQUIREMENTS (20 POINTS)

Each Respondent’s compliance with SAWS non-functional requirements will be evaluated, including the following areas:
· Compliance with the RFP’s technical requirements
· Conversion services
· Implementation Project Approach, Plan, and Schedule
· Training services
· Testing
· Future software support




EXPERIENCE AND REFERENCES (20 POINTS)

a. Respondent shall provide a description of its’ operational structure and operating history, which reflects that it has been actively engaged for a minimum of three (3) consecutive years as a contractor providing the same services as specified in the Scope of Services in this RFP. 
b. Respondent shall provide information about its company’s core competencies;; special recognitions & awards and other information that are relevant to the scope of this best value bid.
c. Respondent shall provide customers reviews that may be helpful in the evaluation process.
d. Respondent shall provide information about its organization
e. Respondent shall provide its proposed software solution’s enhancement history from market introduction through the most current version, and the strategies taken to compete in the market.
f. Respondent shall describe its research and development practices and annual development expenditures.  Also forecast the software license’s road map in the market for the next 5 years. 
g. Respondent shall respond to the following questions: How many licenses have been sold in the last 3 years? To how many unique organizations?  How many were new customers and how many were prior customers?
h. Respondent shall provide at least three (3) quality contact references who are currently utilizing the proposed software in production.  The reference information shall include company name, contact person, phone number, email address and the date the software was put into production. SAWS reserves the right to contact references. 



EXHIBIT A

SAWS STANDARD INSURANCE SPECIFICATIONS &
CERTIFICATE OF LIABILITY INSURANCE REQUIREMENTS

1. Commercial Insurance Specifications:

0. Commencing on the date of this Contract, the CONTRACTOR shall, at his own expense, purchase, maintain and keep in force such lines of insurance coverage as will protect him and the San Antonio Water System (“SAWS”) and the City of San Antonio (“the City”) and their employees and agents from claims, which may arise out of or result from his operations under this Contract, whether such operations are by himself, by any Sub-contractor, supplier or by anyone directly or indirectly employed by any of them or by anyone for whose acts any of them may be liable, including, without limitation, the following lines of insurance coverage:

1. Workers' Compensation (WC) insurance that will protect the CONTRACTOR, SAWS and the City from claims under statutory Workers' Compensation laws, disability laws or such other employee benefit laws and that will fulfill the requirements of the jurisdiction in which the work is to be performed.

The minimum policy limits of liability for this line of insurance coverage shall be statutory limits.

This line of insurance coverage shall be endorsed to provide a Waiver of Subrogation in favor of SAWS and the City with respect to both this line of insurance coverage and the Employers' Liability (EL) insurance (as specified immediately below in section 1.a.2)).

1. Employers' Liability (EL) insurance (Part 2 under a standard Workers’ Compensation policy) that will protect the CONTRACTOR, SAWS and the City for damages because of bodily injury, sickness, disease of vendor's employees apart from that imposed by Workers' Compensation laws.

This line of insurance coverage shall have minimum policy limits of liability of not less than:
		
	$ 1,000,000.00	Bodily Injury by Accident
	   1,000,000.00	Bodily Injury by Disease - Each Employee
	   1,000,000.00	Bodily Injury by Disease - Policy Limit

1. Commercial General Liability (CGL) insurance that will protect the CONTRACTOR, SAWS and the City from claims for damages because of bodily injury, personal injury, sickness, disease or death and insurance that will protect the CONTRACTOR, SAWS and the City from claims for damages to or destruction of tangible property of others, including loss of use thereof. 

This line of insurance coverage shall:

· Cover independent contractors;

· Not include any exclusions relating to blasting, explosion, collapse of buildings  or damage to underground property (if applicable);

· Afford coverage for Products Liability and/or Completed Operations and, Contractual Liability.

The minimum policy limits of liability for this line of insurance coverage shall be:

	$ 1,000,000.00	Occurrence Limit 
	   2,000,000.00	General Aggregate
	   2,000,000.00	Products/Completed Operations Aggregate
	   1,000,000.00	Personal and Advertising Injury
   	   1,000,000.00	Contractual Liability

This line of insurance coverage shall be endorsed:

· Naming SAWS and the City as an Additional Insured; and

· To provide a Waiver of Subrogation in favor of SAWS and the City.

1. Commercial/Business Automobile Liability (AL) insurance that will protect the CONTRACTOR, SAWS and the City from claims for damages arising out of the maintenance, operation, or use of any owned, non-owned or hired vehicles.

Minimum policy limits of liability for this line of insurance coverage for bodily injury and property damage combined shall be not less than $1,000,000.00 per each occurrence.

This line of insurance coverage shall be endorsed:

· Naming SAWS and the City as an Additional Insured; and

· To provide a Waiver of Subrogation in favor of SAWS and the City.

a. Professional Liability Insurance (Technology E&O) – insurance with limits of at least $5,000,000 per claim to pay on behalf of the insured all sums which the insured shall become legally obligated to pay as damages by reason of any action, malpractice, error or omissions in providing professional services.

b. Security and Privacy Liability insurance to defend and cover the information security and privacy liability exposures (financial loss, penalties, and defense costs) that exist with the Vendor, SAWS and the City, with minimum coverage limits of $5,000,000 per claim, $5,000,000 in the aggregate.
	
		The Security and Privacy Liability insurance shall provide the following coverage:

· Broad coverage for the expenses associated with an incident, including:

· Compliance with data breach notification laws;
· Securing legal counsel to advise on incident response;
· Providing credit file monitoring to victims;
· Hiring forensic experts to investigate the breach; Paying regulatory defense and penalties from privacy law violations; and
· Coverage for HIPAA related claims.

· Coverage for legal liabilities including those arising from failure to comply with state or federal breach notification laws or privacy policies and/or to administer a government-mandated identity theft prevention program.

If Security and Privacy Liability line of coverage is written on a “Claims Made” form, the CONSULTANT must maintain this line of insurance coverage for a period of at least twenty-four (24) months after the date of Contract termination.

NOTE - For Security and Privacy Liability, include in writing on the Certificate of Liability Insurance (“Certificate”) the coverage form under which the respective line of coverage is written – either:

· Claims-made form; if the coverage form declared on the Certificate is the Claims-made form, the “Retro-date” for this line of coverage must also be included on the Certificate as well; or

· Occurrence basis – no additional wording required.

1. CONTRACTOR shall require all Sub-contractors to carry lines of insurance coverage appropriate to their scope of Work.

1. CONTRACTOR agrees that with respect to the above required lines of insurance, all insurance policies are to contain or be endorsed to the extent, not inconsistent with the requirements of the issuing insurance carrier, to provide for an endorsement that the "other insurance" clause shall not apply where SAWS and the CITY are an Additional Insured shown on the policy if such endorsement is permitted by law and regulations.

1. CONTRACTOR shall, upon request of SAWS, provide copies of all insurance policies and endorsements required under Contract.

1. CONTRACTOR is responsible for the deductibles under all lines of insurance coverage required by these Specifications.

1. The stated policy limits of each line of insurance coverage required by these Specifications are MINIMUM ONLY and it shall be the CONTRACTOR's responsibility to determine what policy limits are adequate and the length of time each line of insurance coverage shall be maintained; insurance policy limits are not a limit of the CONTRACTOR's liability.

1. These minimum limits of insurance coverage may be either basic policy limits of the WC/ EL, CGL and AL or any combination of basic limits or umbrella limits.

1. SAWS acceptance of Certificate(s) of Liability Insurance that in any respect, do not comply with these Specifications does not release the CONTRACTOR from compliance herewith.

1. Each line of insurance coverage that is required under these Specifications shall be so written so as to provide SAWS and the City thirty (30) calendar days advance written notice directly of any cancellation or non-renewal of coverage, and not less than ten (10) calendar days advance written notice for nonpayment of premium.

1. Within five (5) calendar days of cancellation or non-renewal of coverage, the CONTRACTOR shall provide a replacement Certificate of Liability Insurance and applicable endorsements to SAWS. SAWS shall have the option to suspend the CONTRACTOR's performance should there be a lapse in coverage at any time during this Contract.

1. Failure to provide and to maintain continuous coverage by each of the required lines of insurance shall constitute a material breach of this contract.

1. In addition to any other remedies SAWS may have upon the CONTRACTOR's failure to provide and maintain any insurance or policy endorsements to the extent and within the time herein required, SAWS shall have the right to order the CONTRACTOR to stop performing services hereunder and/or withhold any payment(s) which become due to the CONTRACTOR hereunder until the CONTRACTOR demonstrates compliance with the specifications hereof.

1. Nothing herein contained shall be construed as limiting in any way the extent to which the CONTRACTOR may be held responsible for payments of damages to persons or property resulting from the CONTRACTOR 's or its Sub-contractor's performance of the services covered under this Contract.

1. It is agreed that the CONTRACTOR’s insurance shall be deemed primary and non-contributory with respect to any insurance or self-insurance carried by SAWS,  the City and their employees and agents for liability arising out of operations under this Contract.

1. CONTRACTOR agrees that all lines of insurance coverage required by these Specifications shall be with insurance companies, firms or entities that have an A.M. Best rating of "A- (“A”- minus)” and a Financial Size Category of a “VII" or better. All lines of insurance coverage shall be of an "Occurrence" type except for the Contractor’s Pollution Liability line of insurance coverage.

SAWS will accept worker's compensation coverage written by the Texas Workers Compensation Insurance Fund.

1. SAWS reserves the right to review the above stated insurance specifications during the effective period of this Contract and any extension or renewal hereof and to request modification of lines of insurance coverage and their respective liability limits when deemed necessary and prudent by SAWS’ Risk Manager and Legal Department based upon changes in statutory law, court decisions, or circumstances surrounding this Contract.

In no instance will SAWS and the City allow modification whereupon SAWS and the City may incur increased risk exposure.

14. Certificate(s) of Liability Insurance (“Certificate”) Requirements

Prior to the commencement of any work under this Contract and once notified by SAWS Purchasing Division that your Company has been selected as the apparent,  lowest responsive Respondent, pending Board final approval, and you will be requested to submit your Company’s Certificate(s) of Liability Insurance, that Certificate(s) must meet all of the following requirements:

1. The CONTRACTOR shall have completed by its insurance agent(s), a Certificate(s) providing evidence of the lines of insurance coverage pursuant to Section 1.a.1) through 1.a.4) listed above.

1. The original Certificate(s) or form must include the agent's original signature, including the signer's company affiliation, mailing address, Office and FAX phone numbers, email address, and contact person’s name; and, be mailed, with copies of all applicable endorsements, directly from the insurer's authorized representative in strictly compliance with sections 2.g. (Certificate Holder) and 2.h. (Distribution of Completed Certificates) below.

1. The Texas Legislature passed and Governor Perry signed Senate Bill 425 to become effective January 1, 2012. This law will require all certificates of insurance forms to be filed with and approved by the Texas Department of Insurance before they can be used after the effective date of the law. In addition, the law codifies current Texas Department of Insurance rules that a certificate of insurance must not obscure or misrepresent the coverage provided by the insurance policies.

1. SAWS will not accept Memorandum of Insurance or Binders as proof of insurance.

1. SAWS shall have no duty to pay or perform under this Agreement until such certificate(s) and endorsements have been received, reviewed and deemed 100% compliant with SAWS Purchasing Bid document Insurance Specifications by SAWS’ Risk Management/Purchasing Division. No one other than SAWS Risk Manager shall have authority to waive any part of this requirement.

1.  Additional Insured:

SAWS requires that the Automobile Liability (“AL”) and the Commercial General Liability (“CGL”) policies must be endorsed naming Certificate Holder (as per item 2. i. below) as an Additional Insured and, so noted in the DESCRIPTION OF OPERATIONS section of the Certificate;

Suggested wording to be placed on the Certificate is as follows:

EITHER use,

The AL and CGL policies include a blanket automatic Additional Insured endorsement that provides additional insured status to the Certificate Holder only when there is a written contract between the named Insured and the Certificate Holder that requires such status.

OR use,

The AL and CGL policies are endorsed naming the Certificate Holder as an Additional Insured.

NOTE: If the above wording cannot be placed in the DESCRIPTION OF OPERATIONS section of the Certificate, please provide SAWS with the completed Certificate, a copy of the specific AL and CGL Additional Insured endorsement documents or the policy wording from both the AL and CGL policies.

1. Waiver of Subrogation:

SAWS requires that the AL, CGL and Workers’ Compensation/Employer’s Liability (“WC/EL”) policies must be endorsed with the Waiver of Subrogation in favor of Certificate Holder (as per item 2. i. below) and, so noted in the DESCRIPTION OF OPERATIONS section of the Certificate; 

Suggested wording to be placed on the Certificate is as follows:

EITHER use,

The AL, CGL and WC/EL policies include a blanket, automatic Waiver of Subrogation endorsement that provides this feature only when there is a written contract between the named Insured, the Certificate Holder that requires such status.

OR use,

The AL, CGL and WC/EL policies are endorsed with the Waiver of Subrogation in favor of the Certificate Holder. 

NOTE: If the above wording cannot be placed in the DESCRIPTION OF OPERATIONS section of the Certificate, please provide SAWS with the completed Certificate, a copy of the specific AL, CGL and WC/EL Waiver of Subrogation endorsements documents or the policy wording from each of the AL, CGL and WC/EL policies.

1. The SAWS Bid number(s) and the Bid name shall be included in the Description of Operations section located in the bottom half of the standard ACORD Certificate of Liability Insurance forms.

1. Certificate Holder - SAWS shall be shown as the Certificate Holder in the Certificate Holder section located in the bottom half of the standard ACORD Certificate of Liability Insurance forms and formatted as follows:

San Antonio Water System/City of San Antonio
c/o Ebix BPO
P.O. Box 100085-ZD
Duluth, GA 30096

*NOTE: SAWS Purchasing Division will provide the above address, to include a correct, complete Reference Number, in the written confirmation of being selected as the lowest responsive Respondent pending final Board approval.

DO NOT BEGIN THE DISTRIBUTION OF ANY CERTIFICATE(S) BEFORE RECEIVING AND INSERTING THE COMPLETE REFERENCE NUMBER INTO THE CERIFICATE HOLDER ADDRESS SHOWN ABOVE.

1. Distribution of Completed Certificates - Completed Certificates of Liability Insurance shall be distributed by the CONTRACTOR within 5 days after receipt of written confirmation of being notified as the lowest, responsive Respondent pending final Board approval,  as follows: 

1. Send Original:

0. By Mail:

San Antonio Water System
C/O Ebix BPO
P.O. Box 100085-ZD
Duluth, GA 30096

0. By Fax:		 (770) 325-6502

0. By E-Mail: 	    	saws@ebix.com	

1. Send Copy by mail to:

San Antonio Water System
Attention: Purchasing Division
P.O. Box 2449
San Antonio, TX 78298-2449

1. CONTRACTOR shall be responsible for obtaining Certificates of Liability Insurance from the first tier Sub-contractor, and upon request furnish copies to SAWS.

1. SURVIVAL

Any and all representations, conditions and warranties made by CONTRACTOR under this Contract including, without limitation, the provisions of Section 1.a.2), 1.a.3) and 1.a.4) of these Insurance Specifications are of the essence of this Contract and shall survive the execution and delivery of it, and all statements contained in any document required by SAWS whether delivered at the time of the execution, or at a later date, shall constitute representations and warranties hereunder.



[image: ] 
EXHIBIT B

	Good Faith Effort Plan for SUBCONTRACTING
NOTE: Effective 1/1/17, SMWB points shall only be assessed for consultants/contractors and/or subconsultants, subcontractors, and suppliers who are certified as SBEs (including MBEs and WBEs).

NAME OF PROJECT: Request for Proposal for Electronic Bidding System for SAWS Purchasing Department, Bid 19-19056
SECTION A - PRIME CONSULTANT/CONTRACTOR INFORMATION

 Legal Name of Firm, including "doing business as" if applicable: ___________________________

 Address of Office to Perform Project Work:___________________________________________

	 City:_______________
	State:_____
	Zip Code:
	______
	

	     Telephone:____________________    Fax:____________________

	 Contact Person:__________________________________________________

	
  Email Address:_____________________________
	     Is your firm Certified as an SMWVB?
	
Yes: ________  No:________

	
  If "Yes", Certification Agency that granted SMWVB designation:___________________________

	
 Type/s of Certification:
	
SBE: _______ MBE: _______ VBE: _______ WBE: _______

	
 Prime Consultant/Contractor's Percentage of Participation: (Ex: 100% is the total value of the contract.)  _____%





1. List ALL SUBCONSULTANTS/SUPPLIERS that will be utilized on this project/contract.  (SMWB AND Non-SMWB)
	
	Legal Name of Subconsultant/ Supplier (including “doing business as”, if applicable).
	Address of Office Location to Perform Project Work or Provide Supplies:
	Scope of Work and/or Supplies to be Performed/ Provided by Firm:
	Estimated Percentage of Participation on this Project:
	Certification Type & Certification Agency:

	

1
	
	
	
	
	

	

2
	
	
	
	
	

	

3
	
	
	
	
	

	

4
	
	
	
	
	

	

5
	
	
	
	
	




	SECTION B. – SMWB COMMITMENTS

The SMWB goal on this project is 19%

	1.	The undersigned proposer has satisfied the requirements of the BID specification in the following manner  (please check the appropriate   space):

	
 	The proposer is committed to a minimum of 19 % SMWB utilization on this contract.

    ___________The proposer, (if unable to meet the SMWVB goal of 19%), is committed to a minimum of % 
                            SMWB utilization on this contract. (If contractor is unable to meet the goal, please fill out Section C 
                            and submit documentation demonstrating good faith efforts).

	2. Name and phone number of person appointed to coordinate and administer the SMWB requirements on this project.

	Name:                               ____________________________________________________

	Title:                                  ____________________________________________________

	Phone Number:	 	

	Email Address:	 	

	
IF THE SMWB GOAL WAS MET, PROCEED TO AFFIRMATION AND SIGN THE GFEP. IF GOAL WAS NOT MET, PROCEED TO SECTION C.

	SECTION C – GOOD FAITH EFFORTS (Fill out only if the SMWB goal was not achieved).

	1. On a separate sheet of paper, list and attach to this Good Faith Effort Plan written, posted, or published notification to all firms you contacted with subconsulting/supply opportunities for this project that will not be utilized for the contract by choice of the proposer, subconsultant, or supplier. Notices to firms contacted by the proposer for specific scopes of work identified for subconsulting/supply opportunities must be provided to subconsultant/supplier not less than five (5) business days prior to proposal due date . This information is required for all firms that were contacted of subconsulting/supply opportunities.

	
Copies of said notices must be provided to the SMWB Program Manager at the time the response is due. Such notices shall include information on the plans, specifications, and scope of work.


	2. Did you attend the pre-submittal conference scheduled for this project? Yes: _______ No: _______

	3. List all SMWB listings or directories, contractor associations, and/or any other associations utilized to solicit SMWB subconsultants/suppliers:

	
4. Discuss efforts made to identify elements of the work to be performed by SMWBs in order to increase the likelihood of achieving the goal:

	




	
5.  Indicate advertisement mediums used for soliciting SMWBs.  (Please attach a copy of the advertisement(s):

	


	
AFFIRMATION

	I hereby affirm that the above information is true and complete to the best of my knowledge.  I further understand and agree that, this document shall be attached thereto and become a binding part of the contract.

	Name and Title of Authorized Official:

	Name:	 	

	Title:	 	

	Signature:   	

	Date:	 	

	NOTE:

	This Good Faith Effort Plan is reviewed by SAWS Contracting Department.  For questions and/or clarifications, please contact Marisol V. Robles, SMWVB Program Manager, at 210-233-3420.


Note: To be eligible for participation in the SAWS Small, Minority, Woman, and Veteran-owned Business Program, a firm must be certified as a Small Business Enterprise (SBE). This includes firms certified as Minority and/or Woman-owned Business Enterprises (MBEs and WBEs). SAWS tracks Veteran-owned Business Enterprises (VBEs) for statistical purposes, but does not award points for VBE participation.

DEFINITIONS

Local: A business located in the San Antonio Metropolitan Statistical Area (SAMSA) , which includes the counties of Atascosa, Bandera, Bexar, Comal, Frio, Guadalupe, Kendall, Kerr, McMullen, Medina, Uvalde and Wilson. A business’s presence in the SAMSA that consists solely of a P.O. box, a mail drop, or a telephone message center does not count as being local.

Prime Consultant/Contractor: Any person, firm partnership, corporation, association or joint venture which has been awarded a San Antonio Water System contract.

Subconsultants/contractor: Any named person, firm partnership, corporation, association or joint venture identified as providing work, labor, services, supplies, equipment, materials or any combination of the foregoing under contract with a prime consultant/contractor  on a San Antonio Water System contract.

Small, Minority, and Woman-owned Business (SMWB): All business structures Certified by the Texas State Comptroller’s Office, or the South Central Texas Regional Certification Agency that are 51% owned, operated, and controlled by a Small Business Enterprise, a Minority Business Enterprise, or a Woman-owned Business Enterprise.

Small Business Enterprise (SBE): A business structure that is Certified by the Texas State Comptroller’s Office or the South Central Texas Regional Certification Agency as being 51% owned, operated and controlled by someone who is legally residing in or a citizen of the United States, and the business structure meets the U.S. Small Business Administration’s (SBA) size standard for a small business within the appropriate industry category.
Minority Business Enterprise (MBE): A business structure that is Certified by the Texas State Comptroller’s Office or the South Central Texas Regional Certification Agency as being 51% owned, operated, and controlled by an ethnic minority group member(s) who is legally residing in or a citizen of the United States. For purposes of the SMWB program, the following are recognized as minority groups: 

a. African American – Persons having origins in any of the black racial groups of Africa.

b. Hispanic American – Persons of Mexican, Puerto Rican, Cuban, Spanish or Central or South American origin.

c. Asian-Pacific American – Persons having origins in any of the original peoples of the Far East, Southeast Asia, the Indian subcontinent or the Pacific Islands.

d. Asian-Indian American – Persons whose origins are from India, Pakistan, Bangladesh or Sri Lanka.

e. American Indian/Native American – Persons having no less than 1/16 percentage origin in any of the American Indian Tribes, as recognized by the U.S. Department of the Interior’s Bureau of Indian Affairs and as demonstrated by possession of personal tribal role documents.

Women Business Enterprise (WBE): A business structure that is Certified by the Texas State Comptroller’s Office or the South Central Texas Regional Certification Agency as being 51% owned, operated and controlled by a woman or women who are legally residing in or citizens of the United States.

African American Business Enterprise (AABE): A business structure that is Certified by the Texas State Comptroller’s Office or the South Central Texas Regional Certification Agency as being 51% owned, operated and controlled by African American minority group member(s) who are legally residing in or are citizens of the United States.

Joint Venture: A limited association of two or more persons to carry out a single business enterprise for profit, for which purpose they combine their property, money, efforts, skills and knowledge.

Veteran-Owned Business Enterprise (VBE): A business structure that is at least 51% owned, operated and controlled by an individual who served in the United States Armed Forces, and who was discharged or released under conditions other than dishonorable. Please note: This certification type should not be confused with the Service Disabled Veteran designation available through the Small Business Administration.

Web Submittal of Subconsultant/Supplier Payment Reports: The Contractor will be required to electronically report the actual payments to all subconsultants and suppliers utilizing the Subcontractor Payment and Utilization Reporting (S.P.U.R.) System, beginning with the first SAWS payment for services under the contract, and with every payment thereafter (for the duration of the contract). Electronic submittal of monthly subcontractor payment information will be accessed through a link on SAWS’ “Business Center” web page. This information will be utilized for subcontractor participation tracking purposes. Any unjustified failure to comply with the committed SMWB levels may be considered breach of contract.

The Contractor and all subcontractors will be provided a unique log-in credential and password to access the SAWS subcontractor payment reporting system.  The link may also be accessed through the following internet address: https://saws.smwbe.com/.

EXHIBIT C
Compensation Proposal

SAWS Suppliers must not incur costs associated with using the proposed software solution.
Quantities provided are only estimates and no way binding to SAWS. SAWS reserves the right to change quantities depending on SAWS need.

BASE YEAR
	No.
	DESCRIPTION
	Unit Price
	UOM
	QTY
	Extended Price

	1
	IMPLEMENTATION 
E-BIDDING TOOL SPECIFY THE NAME:.
_____________________________
	Lump
Sum
	1
	$

	2
	LICENSES 1-7 
7 SAWS employee licenses and unlimited respondent licenses
	$
	EA
	7
	$

	3
	LICENSES 8-12 
(Additional licenses may be added as needed.)
	$
	EA
	5
	$

	4
	All On-Site Efforts - Estimated Cost
Fill In Number of Estimated Days in the Quantity
	$
	EA Day
	____
	$

	TOTAL BASE PRICE
	$



ADDITIONAL FEATURES – ADD ON AT SAWS OPTION
*List any additional feature sets that are available to be added on if SAWS so chooses.
	No.
	DESCRIPTION
	Unit
Price
	UOM
	QTY
	Extended
Price

	1
	Technical Support 
via telephone (toll and/or toll-free), e-mail, Web site resources, and on-site
	$
	
	
	$

	2
	
	$
	
	
	$

	3
	
	$
	
	
	$

	TOTAL ADDITIONAL FEATURES
	$



EXTENSION YEAR OPTIONS – Maintenance and Support
	No.
	DESCRIPTION
	QTY
	UOM
	Extended Price

	1
	Extension Option 1
	1
	Year
	$

	2
	Extension Option 2
	1
	Year
	$

	3
	Extension Option 3
	1
	Year
	$

	4
	Extension Option 4
	1
	Year
	$

	TOTAL EXTENSION OPTIONAL YEARS 1-4 PRICE
	$



GRAND TOTAL (BASE YEAR AND EXTENSIONS 1-4): $__________________

* If additional cost items are to be submitted, please provide a description for SAWS review of the item and how cost is calculated.

The pricing will be evaluated based upon the lowest total price submitted on the Pricing Schedule.  The Proposal with the lowest price will receive thirty (30) points.  All other proposals will be allotted a percentage of the 30 points based on a comparison with the lowest priced proposal.  The following formula will be used:  

(Lowest price) ÷ (Respondent’s price)] x 30 = Respondent’s allotted points
*All pricing shall be enclosed in a separate sealed envelope, marked “PRICING”.


EXHIBIT D
DISCLOSURE OF INTERESTED PARTIES

If selected for an award, Respondent acknowledges that form 1295 will be completed as required.





































Respondent Name: 						

Respondent Point of Contact Name: 				

Respondent Point of Contact Signature: 				




EXHIBIT E
CONFLICT OF INTEREST

Respondent is required to submit a completed Conflict of Interest Questionnaire (CIQ Form). Effective January 1, 2006, Chapter 176 of the Texas Local Government Code requires that persons, or their agents, who seek to contract for the sale or purchase of property, goods, or services with SAWS shall file a completed Conflict of Interest Questionnaire (CIQ) with SAWS. The CIQ Form will be submitted as part of the proposal. This form is available from the Texas Ethics Commission at www.ethics.state.tx.us. Please consult your own legal advisor if you have questions regarding the statute or form. To report suspected ethics violations impacting The San Antonio Water System, please call 1-800-687-1918.





































Respondent Name: 						

Respondent Point of Contact Name: 				

Respondent Point of Contact Signature: 				



EXHIBIT F

NO BOYCOTTING ISRAEL VERIFICATION

Consultant agrees that it does not boycott Israel and will not do so during the term of this Contract.  This provision is in compliance with §2270.001 of the Texas Government Code.  SAWS agrees to comply with the United States and Texas Constitutions in consideration of whether to enforce this provision.  









































Respondent Name: 						

Respondent Point of Contact Name: 				

Respondent Point of Contact Signature: 				


EXHIBIT G
SECURITY PROCEDURES

If work will be conducted on SAWS property, on SAWS infrastructure, on a SAWS customer’s property, or involve any SAWS networks, or any SAWS facility, the Contractor shall ensure a Prime Contractor Data Form (PCDF) and a “Background Screening Letter” (provided by a third party background screening service) are properly completed for all employees and sub-contractors performing work under this Contract and is on file with SAWS Security prior to work commencement. Background checks must at a minimum include National Criminal Check, Verify Employment Eligibility (E-Verify), and Terrorist Watch List with this information being provided in the Background Screening Letter from the third party screening service. Any person found to have an unacceptable background check will not be allowed to perform work under this Contract (however, a at SAWS sole discretion a waiver may be given by SAWS Security for an unacceptable finding provided that it  must first be approved and signed off on by the Director of SAWS Security).  Any Sub-Contractors performing work must also be listed in the PCDF and the Background Screening Letter. Contractor shall be responsible for the accuracy of information on the PCDF and the Background Screening Letter, and for obtaining any and all required items (badges and parking tags) necessary to fulfilling the work under this Agreement. The PCDF and Background Screening Letter must be sent electronically to securitygroup@saws.org.  Contractor shall advise the SAWS Project Manager/Inspector of any employee terminations or changes to personnel performing work under this Agreement and the Contractor shall immediately turn in any and all badges and/or parking tags of employees who are terminated or no longer performing work under this Contract. If Contractor becomes aware or reasonably should have become aware of any changes in the information contained in the PCDF or the Background Screening Letters, Contractor shall immediately notify the SAWS Project Manager/Inspector and provide updated PCDF and Background Screening Letters, with copies to securitygroup@saws.org.  

Contractor, its employees, and agents shall obtain a SAWS photo identification badge (Contractor's Badge) and parking tag, prior to any work on SAWS property, which shall be used only for purposes necessary to perform the work under this Agreement.  SAWS Badge Office hours are Monday, Wednesday and Friday 9:00am to 12:00pm excluding SAWS holidays (hours are subject to change). Security staff can be contacted at (210) 233-3177 or (210) 233-3338. Once the project is completed the Contractor shall return all badges and parking tags to the Security Office.  Contractor who does not return the badges or parking tags are not in compliance with these procedures.

SAWS facilities require a SAWS employee to physically escort the Contractor at all times. SAWS may, in its sole discretion, waive the escort requirements if the PCDF and a “clean” Background Screening Letter, signed by an authorized representative of a third party background screening service are approved by the SAWS Project Manager and SAWS Security.  Waiver of the escort requirement shall only be through a written correspondence to Contractor from SAWS Security.

Sub-Contractors must always be under escort of Contractor while performing work on any SAWS property or asset.  Sub-Contractors must display either a company photo badge, with name, or a valid governmental identification card at all times while working on any SAWS property.  The contractor is solely responsible for the actions of its employees, agents, sub-contractors and consultants.

Contractor is responsible for being in compliance with the SAWS security requirements and for maintaining its security of SAWS property, infrastructure, SAWS customer’s property, networks, and facilities for the length of the project. Security incidents must be reported to SAWS Security immediately at (210) 233-3338.   

If the Contractor plans to stage or store their property such as equipment, storage boxes, tools, trailers or high-priced supplies needed for the project on SAWS Production or Treatment sites the Contractor will be responsible to provide a security guard, who will be subject to SAWS prior approval, when the Contractor is not on the site working. 

If the Contractor plans to leave the site unsecure or open during the project they must provide an employee or SAWS approved security guard to monitor ingress and egress to the site.  If the Contractor plans to leave the site open or unsecure when not working on the site the Contractor must provide a SAWS approved security guard.    

SAWS provides for security on its sites. If Contractor takes any action that diminishes SAWS security, Contractor will be responsible for providing additional security requirements at its expense.  Some examples of additional requirements that SAWS may require include hiring of SAWS approved security guards, temporary fencing, mobile Closed Circuit Television Monitoring trailer(s), or extra lighting.  Notwithstanding anything herein to the contrary, any provisions in these Security Procedures that may appear to give SAWS the right to direct Contractor as to details of doing any work under this Contract or to exercise a measure of control over any security measures or such work shall be deemed to mean that Contractor shall follow the desires of SAWS in the results of the work or security measures only. 

Advance coordination by Contractor with SAWS Security for these security requirements is necessary to ensure no delays with timely performance of work.  Any other provision of this Contract notwithstanding, in the event Contractor fails to comply with SAWS Security requirements, SAWS may, with no penalty, claim of any nature (including but not limited to breach of contract) against SAWS by the Contractor:

· Issue a Work Stoppage Order until the security violation (s) are remedied
· Ask any unidentified or improperly identified person or equipment to leave SAWS site immediately and not return until items or deficiencies are remedied to SAWS satisfaction.

Rev. 04/12/2019	SP-10

Respondent Name: 						

Respondent Point of Contact Name: 				

Respondent Point of Contact Signature: 				

[bookmark: _DV_M0][bookmark: _DV_M73]EXHIBIT H

Software as a Service (SaaS) Provider
Information Security and Privacy Assessment Questionnaire

	

	Purpose:  This form is to be used to conduct security assessment on Vendor
Note/Instructions:  
· The Software as a Service (SaaS) is a software distribution model in which applications are hosted by a vendor or service provider and made available to customers over a network, typically the Internet.
· This document is for the sole use of the intended recipient(s) and may contain confidential and privileged information belongs to SAWS.  Any unauthorized review, use, disclosure or distribution is prohibited.  If you are not the intended recipient, please contact the sender by reply email and destroy all copies of the original message.
· The Vendor shall provide answers or information to the questions or statements below. 
· In the event that the Vendor cannot meet SAWS security and or privacy requirements, the Vendor may submit an exception with alternative countermeasures to address the risk. SAWS Network Security Services Manager may approve or reject the exception request depending upon the risk associated with the exception request.
· Followed by the Vendor’s response SAWS Network Security Services will conduct a security risk assessment with following scoring methodology:
A =  Meet completely, 
B =  Partially meets. The Vendor may require to provide additional requested details
C = Doesn’t meet. The Vendor may require to provide missing/additional detail.





The Vendor’s Information:
	Vendor’s Organization Name
	

	Address
	

	Information Security Contact Person Name
	

	Email
	

	Phone
	

	Date this Questionnaire Completed
	




1.0 BUSINESS PROCESS AND DATA EXCHANGE REQUIREMENTS
	#
	Question
	Response from Vendor
	Score
	Additional Information/Clarification Required from Vendor

	1.1
	Please provide a detailed description of the business process that will be supported by the Vendor as it relates to the requirements of the RFP
	
	
	

	1.2
	Has Vendor adopted and implemented information security and privacy policies that are documented, are accessible to SAWS and conform to ISO 27001/2 – Information Security Management Systems (ISMS) Standards or other industry standards.
	
	
	

	1.3
	What data exchange needs to occur between SAWS and the Vendor? What data will be stored at the Vendor location? (Provide data attributes with examples)
Example: (PCI Credit Card Info, SSN, DLN, Patrons Name, Address, telephone, employee performance data, etc.)
	
	
	

	1.4
	In the event that Vendor is required to store Private Information (PI) or Personally Identifiable Information (PII) or Sensitive Information (SI) about peoples in the Vendor’s business systems  -- how will the Vendor maintain the confidentiality of the Information in accordance with applicable federal, state and local data and information privacy laws, rules and regulations. 
	
	
	

	1.5
	What mechanism and/or what types of tool will be used to exchange data between SAWS and the Vendor? Example: (VPN, Data Link, Frame Relay, HTTP, HTTPS, FTP, FTPS, etc.)?  What versions of SSL are used?
	
	
	

	1.6
	What types of data Storage (work in progress storage and backup storage) will be required at the Vendor site  Example: (PCI Credit Card Info, SSN, DLN, Patrons Name, Address, telephone, employee ID number, HR evaluation data, etc.)
	
	
	

	1.7
	Is there any e-mail integration required between SAWS and the Vendor?  
Example: The vendor may require an e-mail account on SAWS e–mail Server.
	
	
	

	1.8
	Will any integration with ERP systems be required and how will the data be exchanged, e.g. HR, Finance, etc.?
	
	
	

	1.9
	Has the Vendor ever been subjected to either an electronic or physical security breach? Please describe the event(s) and the steps taken to mitigate the root causes. What damages or exposure resulted? Are records of breaches and issues maintained and will these records be available for inspection by SAWS?
	
	
	

	1.10
	Does the Vendor maintain formal security policies and procedures to comply with applicable statutory or industry practice requirements/standards? Are records maintained to demonstrate compliance or certification? Does the Vendor allow client audit of these records? NOTE: PLEASE PROVIDE SUPPORTING DOCUMENTATION.
	
	
	

	1.11
	What are the internet and the browser security configuration of the vendor application? What security standards and requirements are maintained to ensure application security at the user interface? (A set of detailed documentation should be provided to support the compliance.
	
	
	



2.0 APPLICATION/SOLUTION CONFIGURATION
	#
	Question
	Response from Vendor
	Score
	Additional Information/Clarification Required from Vendor

	2.1
	 What is the name of the application the Vendor will host to provide services to SAWS? (List all)  Is the application on 
premise or hosted?
	
	
	

	2.2
	 What functionality will be provided to SAWS employees or SAWS customers through the application?
	
	
	

	2.3
	 Is the Vendor using a subcontractor or 3rd party service provider? (List all). If yes, then what data privacy and information security agreements are in place between the Vendor and any subcontractor to ensure appropriate and accountable treatment of information. Also SAWS requires that this questionnaire shall be completed by each subcontractor as well. 
	
	
	
	

	2.4
	 What is the Vendor's Application hosting hardware and software platform? Also please provide detailed description including SP and a patch or security applications in use
Example: Windows or Unix Operating System (OS) and other detail
	
	
	
	

	2.5
	 How do the Vendor’s application and database architecture; manage segregation of SAWS data, from other customers' data? 
		
	
	
	

	2.6
	Describe the Vendor’s server and network infrastructure. Please provide server and network infrastructure deployment topology, including data flow architecture including but not limited to security management applications, firewalls, etc.
	
	
	

	2.7
	Please provide detail proposed solution which will be developed as a part of the implementation to support this project. (For example detailed solution architecture, secured data flow to support business processes, etc.). 

	
	
	















3.0 DATA PROTECTION 
	#
	Question
	Response from Vendor
	Score 
	Additional Information/Clarification Required from Vendor

	3.1
	 How is SAWS data kept physically and logically secure at the Vendor location? Example: Locked storage, Digitally, Encrypted etc.  If encrypted please provide the encryption standard used.  How are keys kept separated from the data?
	
	
	

	3.2
	What application level protections are in place to prevent vendor/Vendor or subcontractor staff from being able to view protected information i.e.: encryption, masking, etc.?
	
	
	

	3.3
	What controls does the Vendor exercise over the qualification and performance of their team? Of their subcontractor’s teams? (For example criminal background verification prior to employment, providing security training after employment and managing Role Based Access Control (RBAC) during employment and network and application access termination upon employment termination.
	
	
	



4.0 DATA BACK-UP
	#
	Question
	Response
	Score
	SAWS’s Security Assessment

	4.1
	 What method is used to keep data secure during backup process?
	
	
	
	

	4.2.
	Is encryption technology used to encrypt; whole, or selective data? If so, how is the data encrypted?
	
	
	

	4.3
	 What types the “media” used for data backup (Tape, Hard Disk Drive or any other devices)?
	
	
	
	

	4.4
	 Are the backups encrypted? If yes, please provide encryption specification, with type of encryption algorithm and detail process of encryption handling. If No, please provide detail description (with process, tools and technology) to keep data secured during the back-up process.
	
	
	
	



5.0 DATA RETENTION
	#
	Question
	Response from Vendor
	Score
	Additional Information/Clarification Required from Vendor

	5.1
	 What is the retention period for the data being backed up? The data retention process shall comply with SAWS data retention policy.
	
	
	

	5.2
	 Are the data back-up tapes/media stored at the Vendor location or off-site?
	
	
	
	

	5.3
	 If the Vendor’s backups are stored with another company, please provide:
a. Company Name:
b. Address:
c. Contact person detail (Phone and Email):
d. What contractual commitments are in place to guarantee security performance from these vendors
	
	
	

	5.5
	 What is the media transfer process (I.e. The lock box process used to send tapes off-site)?
	
	
	

	5.6
	Who has access to the media lockbox? (Provide Name and Role)
	
	
	

	5.7
	Who is authorized to access back-up media? (Provide Name and Role)
	
	
	

	5.8
	What is the backup media receiving and release authorization process? (Please submit a soft copy of the process)
	
	
	



6.0	 ACCOUNT PROVISIONING AND DE-PROVISIONING (The Vendor must receive formal pre-authorization from the City’s Information Security Manager prior to provisioning and de-provisioning of application access account).
	#
	Question
	Response from Vendor
	Score
	Additional Information/ Clarification Required from Vendor

	6.1
	What is the account provisioning/removal process?
Example: how are users accounts created and managed?)
	
	
	

	6.2.
	What is the account deprovisioning/removal process? Example: how are users accounts created and managed?)

	
	
	

	6.3
	How will SAWS employees gain access to required application(s)?
	
	
	
	

	6.4
	 Does the application(s) have the capability to restrict access only from SAWS network?
	
	
	
	


7.0 PASSWORD MANAGEMENT
	#
	Question
	Response from Vendor
	Score
	Additional Information/Clarification Required from Vendor

	7.1
	What will be the Policy and Procedures for the logging, authentication, authorization and password management scheme? (Please provide a soft copy of the process)
	
	
	

	7.2.
	Where are the login and password credentials stored?
	
	
	

	7.3
	 Are the password credentials stored with encryption? If yes please provide encryption scheme detail.
	
	
	
	

	7.4
	 The vendor application must comply with following password requirements. Does the vendor application meet these requirements:

1. First time password must be unique to an individual and force the user to change it upon initial login.
2. How is a forgotten or expired password changed by the customer?
3.  SAWS requires first time password to have a time-out capability of no more than 7 days. 
4. The email notification must not be CC’d to anyone else except the user.
5. The permanent / long term password must be changed  frequently, at least TWICE a year 
6. E-mail notification must be sent to the user whenever the password has been updated.
7. User should not be able to view data or conduct business unless an initial password has been updated with a different password.
8. The Vendor shall notify SAWS users; that when creating a new password, the user shall not use their SAWS LDAP password.
9. Account must be able to be locked out after a defined number of failed logon attempts.  To be defined by SAWS.
10. The password must have 8 characters or more and they must contain at least one character from each line below i.e. each line shall contribute at least one character:
· abcdefghijklmnopqrstuvwxyz
· ABCDEFGHIJKLMNOPQRSTUVWXYZ
· 0123456789
· !@#$%^&*()-+=`~,></\"'?;:{[}]

	      
	
	

	7.5
	Does the Vendor support or provide Single Sign On capabilities?  If so please explain how.  Does the vendor support SAML 2.0?
	
	
	

	7.6
	Does the Saas vendor support two factor authentication and if so how?
	
	
	



8.0 AUDIT MANAGEMENT
	#
	Question
	Response from Vendor
	Score
	Additional Information/Clarification Required from Vendor

	8.1
	Is access to SAWS data audited?
	
	
	

	8.2
	What events are audited, access, modification, etc., and to what level?
	
	
	

	8.3
	What is the retention policy for audit logs?
	
	
	

	8.4
	Will SAWS be able to get access to audit logs and what is the procedure and timeline?
	
	
	



9.0 CONFIGURATION MANAGEMENT
	#
	Question
	Response from Vendor
	Score
	Additional Information/Clarification Required from Vendor

	9.1
	What is the vendors configuration/change control policy?
	
	
	

	9.2
	How are customers notified of system updates?
	
	
	

	9.3
	What is the process for applying critical updates, e.g. Heartbleed?
	
	
	

	9.4
	Is the vendor application vulnerability tested by a third party?
	
	
	












10.0 INCIDENT MANAGEMENT
	#
	Question
	Response from Vendor
	Score
	Additional Information/Clarification Required from Vendor

	10.1
	Does the vendor have an incident response policy and can SAWS get a copy?
	
	
	

	10.2
	What is the vendor’s timeline to notify customer of a potential breach?
	
	
	



--------------------------------------------------- End of SaaS Document --------------------------------------------




EXHIBIT I

Cloud Vendor Technology Assessment Questionnaire (VTAQ)

	Cloud Vendor Technology Assessment Questionnaire (VTAQ) Instructions

	 

	Target Audience

	[bookmark: RANGE!A4]These instructions are for vendors interested in providing SAWS with a software and/or a service. 
This worksheet should not be completed by a SAWS employee. The purpose of this worksheet is for the vendor to submit robust security safeguard information in regards to the product (software/service) being assessed by SAWS.

	Document Layout

	There are five main sections of the Cloud Vendor Technology Assessment Questionnaire, all listed below and outlined in more detail. This document is designed to have the first two sections populated first; after the Qualifiers section is completed it can be populated in any order. Within each section, answer each question top-to-bottom. Some questions are nested and may be blocked out via formatting based on previous answers. Populating this document in the correct order improves efficiency.  Do not overwrite selection values (data validation) in column C of the Assessment tab.

	General Information
	This section is self-explanatory; product specifics and contact information. GNRL-01 through GNRL-10 should be populated by the Vendor. GNRL-11 and GNRL-12 are for SAWS use only.

	Qualifiers
	Populate this section completely before continuing. Answers in this section can determine which sections will be required for this assessment. By answering "No" to Qualifiers, their matched sections become optional and are highlighted in orange.

	Documentation
	Focused on external documentation, SAWS is interested in the frameworks that guide your security strategy and what has been done to certify these implementations.

	Company Overview
	This section is focused on company background, size, and business area experience.

	Safeguards
	The remainder of the document consists of various safeguards, grouped generally by section.

	In sections where vendor input is required there are only one or two columns that need modification, Vendor Answers and Additional Information, columns C and D respectively (see Figure 1 below). You will see that sometimes C and D are separate and other times are merged. If they are separate, C will be a selectable, drop-down box and any supporting information should be added to column D. If C and D are merged, the question is looking for the answer to be in narrative form. At the far right is a column titled “Guidance”. After answering questions, check this column to ensure you have submitted information/documentation to sufficiently answer the question. Use the “Additional Information” column to provide any requested details.

	[image: ]Figure 1: 

	Optional Safeguards Based on Qualifiers

	Not all questions are relevant to all vendors. Qualifiers are used to make whole sections optional to vendors depending on the scope of product usage and the data involved in the engagement being assessed. Sections that become optional have the section titles and questions highlighted in orange (see Figure 2). 

	[image: ]Figure 2: 

	Definitions and Data Zones

	SAWS Data Zone
	The country/region in which an Institution is located, including all laws and regulations in-scope within that country/region.  SAWS is located in San Antonio, TX.  We serve residents of San Antonio, TX, and the surrounding areas.

	Vendor Data Zone
	The country/region in which a vendor is headquartered and/or serves its products/services, including all laws and regulations in-scope within that country/region.

	Customers from different regions may expect vary protections of data (e.g. GDPR), this is the Organization Data Zone. Vendors may handle data differently depending on the country or region where data is stored, this is the Vendor Data Zone.

As a vendor, if your security practices vary based on your region of operation, you may want to populate separate Assessments in the context for each security zone (strategy). That said, Organizations from different data zones may still use vendor responses from other state Data Zones. If your security practices are the same across all regions of operations, indicate "All" in your Vendor Data Zone.

	 
	Example A: If vendor ABC is headquartered and stores data in Canada, and provides services to only customers in Canada, ABC should state "Canada" in both Data Zone fields.
Example B: If vendor ABC is headquartered and stores data in Canada, and additionally provides services to customers in the United Kingdom, ABC may want to assure customers in the United Kingdom that their data is handled properly for their region. In that case, ABC should state "Canada" in the Vendor Data Zone and "United Kingdom" in the Organization Data Zone.
Example C: If your security strategy is broad and doesn't fit this statement model, provide a brief summary in each field and our Security Analyst can assess your response.

	Data Reporting

	To update data in the Report tabs, click Refresh All in the Menu tab. Input provided in the Assessment tab is assessed a preliminary score pending Security Analyst review.

	Proceed to the next tab, Assessment.

	 

	For SAWS Security Analysts

	Raw vendor answers can be viewed in the Assessment tab. To begin your assessment, review the Analyst Report tab, ensuring that you select the appropriate security standard used (cell B7) before you begin. Select compliance states for the outstanding non-compliant or short-answer questions in column G. Once all subjective questions are evaluated and compliance indicated, move to the Summary Report tab. To update the report's data, select Refresh All in the Data menu. Review details in the Summary Report and based on your assessment, follow-up with vendor for clarification(s) or add the Summary Report output to our reporting documents. 

	 
	 

	Last Revised:
	5/22/2019

	HECVAT Version
	Version 2.01



ASSESSMENT

	Cloud VTAQ - Lite
	Version 2.01

	DATE-01
	Date
	

	General Information

	In order to protect SAWS and its systems, vendors whose products and/or services will access and/or host SAWS data must complete the Vendor Assessment Tool. Throughout this tool, anywhere where the term data is used, this is an all-encompassing term including at least data and metadata. Answers will be reviewed by SAWS security analysts upon submittal. This process will assist SAWS in preventing breaches of protected information and comply with internal policy, state, and federal law. This is intended for use by vendors participating in a Third Party Security Assessment and should be completed by a vendor.

	GNRL-01 through GNRL-15; populated by Vendor

	GNRL-01
	Vendor Name
	

	GNRL-02
	Product Name
	

	GNRL-03
	Product Description
	

	GNRL-04
	Web Link to Product Privacy Notice
	

	GNRL-05
	Vendor Contact Name
	

	GNRL-06
	Vendor Contact Title
	

	GNRL-07
	Vendor Contact Email
	

	GNRL-08
	Vendor Contact Phone Number
	

	GNRL-09
	Vendor Data Zone
	See Instructions above for guidance

	GNRL-10
	SAWS Data Zone
	See Instructions above for guidance

	GNRL-11; populated by SAWS Security Office

	GNRL-11
	Assessment Contact
	cybersecurity@saws.org

	Instructions

	Step 1: Complete each section answering each set of questions in order from top to bottom; the built-in formatting logic relies on this order. Step 2: Submit the completed Vendor Assessment Tool - Lite to SAWS according to organizational procedures.

	Documentation
	Vendor Answers
	Additional Information
	Guidance

	DOCU-01
	Have you undergone a SSAE 16 audit?
	 
	 
	 

	DOCU-02
	Have you completed the Cloud Security Alliance (CSA) self-assessment or CAIQ?
	 
	 
	 

	DOCU-03
	Have you received the Cloud Security Alliance STAR certification?
	 
	 
	 

	DOCU-04
	Do you conform with a specific industry standard security framework? (e.g. NIST Cybersecurity Framework, ISO 27001, etc.)
	 
	 
	 

	DOCU-05
	Are you compliant with FISMA standards?
	 
	 
	 

	DOCU-06
	Does your organization have a data privacy policy?
	 
	 
	 

	Company Overview
	Vendor Answers
	Additional Information
	Guidance

	COMP-01
	Describe your organization’s business background and ownership structure, including all parent and subsidiary relationships.
	 
	Include circumstances that may involve off-shoring or multi-national agreements.

	COMP-02
	Describe how long your organization has conducted business in this product area.
	 
	Include the number of years and in what capacity.

	COMP-03
	Do you have existing public utility customers?
	 
	 
	 

	COMP-04
	Have you had a significant breach in the last 5 years?
	 
	 
	 

	COMP-05
	Do you have a dedicated Information Security staff or office?
	 
	 
	 

	COMP-06
	Do you have a dedicated Software and System Development team(s)? (e.g. Customer Support, Implementation, Product Management, etc.)
	 
	 
	 

	COMP-07
	Use this area to share information about your environment that will assist those who are assessing your company data security program.
	 
	Share any details that would help information security analysts assess your product.

	Application/Service Security
	Vendor Answers
	Additional Information
	Guidance

	HLAP-01
	Do you support role-based access control (RBAC) for end-users?
	 
	 
	 

	HLAP-02
	Do you support role-based access control (RBAC) for system administrators?
	 
	 
	 

	HLAP-03
	Can employees access customer data remotely?
	 
	 
	 

	HLAP-04
	Can you provide overall system and/or application architecture diagrams including a full description of the data communications architecture for all components of the system?
	 
	 
	 

	HLAP-05
	Does the system provide data input validation and error messages? 
	 
	 
	 

	HLAP-06
	Do you employ a single-tenant environment? 
	 
	 
	 

	Authentication, Authorization, and Accounting
	Vendor Answers
	Additional Information
	Guidance

	HLAA-01
	Can you enforce password/passphrase aging requirements?
	 
	 
	 

	HLAA-02
	Does your web-based interface support authentication, including standards-based single-sign-on? (e.g. InCommon)
	 
	 
	 

	HLAA-03
	Does your application support integration with other authentication and authorization systems?  List which ones (such as Active Directory, Kerberos and what version) in Additional Info?
	 
	 
	 

	HLAA-04
	Does the system (servers/infrastructure) support external authentication services (e.g. Active Directory, LDAP) in place of local authentication?
	 
	 
	 

	HLAA-05
	Are audit logs available that include AT LEAST all of the following; login, logout, actions performed, and source IP address?
	 
	 
	 

	Business Continuity Plan
	Vendor Answers
	Additional Information
	Guidance

	HLBC-01
	Do you have a documented Business Continuity Plan (BCP)?
	 
	 
	 

	HLBC-02
	Is there a documented communication plan in your BCP for impacted clients?
	 
	 
	 

	HLBC-03
	Are all components of the BCP reviewed at least annually and updated as needed to reflect change? 
	 
	 
	 

	HLBC-04
	Does your organization conduct an annual test of relocating to an alternate site for business recovery purposes?
	 
	 
	 

	Change Management
	Vendor Answers
	Additional Information
	Guidance

	HLCH-01
	Do you have a documented and currently followed change management process (CMP)? 
	 
	 
	 

	HLCH-02
	Will SAWS be notified of major changes to your environment that could impact the SAWS security posture?
	 
	 
	 

	HLCH-03
	Do you have policy and procedure, currently implemented, guiding how security risks are mitigated until patches can be applied?
	 
	 
	 

	HLCH-04
	Do procedures exist to provide that emergency changes are documented and authorized (including after the fact approval)?
	 
	 
	 

	Data
	Vendor Answers
	Additional Information
	Guidance

	HLDA-01
	Do you physically and logically separate SAWS data from that of other customers?
	 
	 
	 

	HLDA-02
	Is sensitive data encrypted in transport? (e.g. system-to-client)
	 
	 
	 

	HLDA-03
	Is sensitive data encrypted in storage (e.g. disk encryption, at-rest)?
	 
	 
	 

	HLDA-04
	Do backups containing SAWS data ever leave SAWS Data Zone, either physically or via network routing?
	 
	 
	 

	HLDA-05
	Do you have a media handling process, that is documented and currently implemented, including end-of-life, repurposing, and data sanitization procedures?
	 
	 
	 

	HLDA-06
	Is any SAWS data visible in system administration modules/tools?
	 
	 
	 

	Database
	Vendor Answers
	Additional Information
	Guidance

	HLDB-01
	Does the database support encryption of specified data elements in storage?
	 
	 
	 

	HLDB-02
	Do you currently use encryption in your database(s)?
	 
	 
	 

	Datacenter
	Vendor Answers
	Additional Information
	Guidance

	HLDC-01
	Will any SAWS data leave SAWS Data Zone?
	 
	 
	 

	HLDC-02
	Does your company own the physical data center where SAWS data will reside?
	 
	 
	 

	HLDC-03
	Does the hosting provider have a SOC 2 Type 2 report available?
	 
	 
	 

	HLDC-04
	Does the physical barrier fully enclose the physical space preventing unauthorized physical contact with any of your devices?
	 
	 
	 

	Disaster Recovery Plan
	Vendor Answers
	Additional Information
	Guidance

	HLDR-01
	Do you have a Disaster Recovery Plan (DRP)?
	 
	 
	 

	HLDR-02
	Are any disaster recovery locations outside SAWS Data Zone?
	 
	 
	 

	HLDR-03
	Are all components of the DRP reviewed at least annually and updated as needed to reflect change? 
	 
	 
	 

	Firewalls, IDS, IPS, and Networking
	Vendor Answers
	Additional Information
	Guidance

	HLFI-01
	Are you utilizing a web application firewall (WAF) and/or a stateful packet inspection (SPI) firewall?
	 
	 
	 

	HLFI-02
	Do you have a documented policy for firewall change requests?
	 
	 
	 

	HLFI-03
	Are you employing any next-generation persistent threat (NGPT) monitoring?
	 
	 
	 

	HLFI-04
	Do you monitor for intrusions on a 24x7x365 basis?
	 
	 
	 

	Physical Security
	Vendor Answers
	Additional Information
	Guidance

	HLPH-01
	Does your organization have physical security controls and policies in place?
	 
	 
	 

	HLPH-02
	Are employees allowed to take home customer data in any form?
	 
	 
	 

	Policies, Procedures, and Processes
	Vendor Answers
	Additional Information
	Guidance

	HLPP-01
	Can you share the organization chart, mission statement, and policies for your information security unit?
	 
	 
	 

	HLPP-02
	Are information security principles designed into the product lifecycle?
	 
	 
	 

	HLPP-03
	Do you have a formal incident response plan?
	 
	 
	 

	HLPP-04
	Do you have a documented information security policy?
	 
	 
	 

	Systems Management & Configuration
	Vendor Answers
	Additional Information
	Guidance

	HLSY-01
	Are systems that support this service managed via a separate management network?
	 
	 
	 

	HLSY-02
	Do you have a systems management and configuration strategy that encompasses servers, appliances, and mobile devices (company and employee owned)?
	 
	 
	 

	Vulnerability Scanning
	Vendor Answers
	Additional Information
	Guidance

	HLVU-01
	Have your systems and applications had a third party security assessment completed in the last year?
	 
	 
	 

	HLVU-02
	Are your systems and applications scanned for vulnerabilities [that are remediated] prior to new releases?                            
	 
	 
	 





EXHIBIT J
SAMPLE CONTRACT

SAN ANTONIO WATER SYSTEM
[bookmark: _DV_M1]SERVICES AGREEMENT

AGREEMENT FOR

ELECTRONIC BIDDING SYSTEM FOR SAWS PURCHASING DEPARTMENT
BID NO: 19-19056

(this “Agreement”) by and between
				
				
				
[bookmark: _DV_C2][bookmark: _DV_M3][bookmark: co_anchor_a000010_1](“Contractor”) and San Antonio Water System, municipally-owned utility of the City of San Antonio in the State of Texas (the "Water System" or “SAWS”) (collectively, the “Parties”), and by which parties to this Agreement, in consideration of the mutual covenants set forth below and other good and valuable consideration (the mutuality, adequacy, and sufficiency of which are hereby acknowledged), hereby agree as follows:
WHEREAS, Contractor desires to sell an Privileged Account Management System and Password Vaulting Solution to the Water System; and
WHEREAS, the Water System desires to purchase the Privileged Account Management System and Password Vaulting Solution from Contractor, subject to the terms and conditions of this Agreement.
NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties agree as follows:

1. Definitions.
[bookmark: co_anchor_a516900_1][bookmark: co_anchor_a946744_1]
[bookmark: co_anchor_a613575_1]“Action” means any claim, action, cause of action, demand, lawsuit, arbitration, inquiry, audit, notice of violation, proceeding, litigation, citation, summons, subpoena, or investigation of any nature, civil, criminal, administrative, regulatory, or otherwise, whether at law, in equity, or otherwise.
[bookmark: co_anchor_a518711_1]
“Agreement” has the meaning set forth in the preamble.
[bookmark: co_anchor_a991851_1]
“Approved Open Source Components” means Open Source Components that may be included in or used in connection with the Software and are specifically identified in Exhibit A.
[bookmark: co_anchor_a333083_1]
“Authorized Services” means any and all services performed by any Authorized User for the Water System for or in connection with the Water System’s use of the Software or Documentation in accordance with this Agreement, including any services comprising or relating to the analysis, development, delivery, installation, configuration, integration, testing, deployment, maintenance, support, repair, storage, copying, reproduction, modification, enhancement, improvement, or disaster recovery of, or training of Authorized Users concerning, the Software or Documentation.
[bookmark: co_anchor_a188371_1]
“Authorized Users” means all officers, directors, and employees/employees of the Water System each of whom is authorized to use the Software. Authorized Users also include all Persons, including all agents, contractors, consultants, and their respective employees that the Water System retains or grants any sublicense to hereunder to provide Authorized Services.
[bookmark: co_anchor_a437514_1]
“Business Day” means a day other than a Saturday, Sunday, or other day on which commercial banks in New York City are authorized or required by Law to be closed for business.
[bookmark: co_anchor_a442131_1]
“Confidential Information” has the meaning set forth in Section 10.1.
[bookmark: co_anchor_a249867_1]
“Contractor Personnel” means all employees of Contractor and any Permitted Subcontractors involved in the performance of Services hereunder.

“Designated Sites” means any of the Water System’s facilities set forth in Exhibit A.

[bookmark: co_anchor_a253269_1][bookmark: co_anchor_a529180_1][bookmark: co_anchor_a545014_1]“Documentation” means Contractor’s user manuals, handbooks, and installation guides relating to the Software, Hardware, and Equipment in any form or media, that describe the functionality, components, features, or requirements of the Software, Hardware and Equipment, including any aspect of the installation, configuration, integration, operation, or use of the Software, Hardware and Equipment.
[bookmark: co_anchor_a596019_1]
“Effective Date” has the meaning set forth in the preamble.

“Electronic Bidding System” means the Products and Services. 

“Equipment” means the equipment being sold by Contractor to the Water System as set forth in Exhibit A.

“Fees” means the fees for Products and Services set forth in Exhibit B.
[bookmark: co_anchor_a887554_1][bookmark: co_anchor_a325846_1]
“Hardware” means the hardware being sold by Contractor to the Water System as set forth in Exhibit A.

“Harmful Code” means any: (a) virus, trojan horse, worm, backdoor or other software or hardware devices the effect of which is to permit unauthorized access to, or to disable, erase, or otherwise harm, any computer, systems or software; or (b) time bomb, drop dead device, or other software or hardware device designed to disable a computer program automatically with the passage of time or under the positive control of any Person, or otherwise deprive the Water System of its lawful right to use such software.
[bookmark: co_anchor_a647667_1][bookmark: co_anchor_a85603_1]
“Intellectual Property Rights” means any and all registered and unregistered rights granted, applied for, or otherwise now or hereafter in existence under or related to any patent, copyright, trademark, trade secret, database protection, or other intellectual property rights laws, and all similar or equivalent rights or forms of protection, in any part of the world.
[bookmark: co_anchor_a242986_1]
[bookmark: co_anchor_a1022723_1]“Law” means any statute, law, ordinance, regulation, rule, code, order, constitution, treaty, common law, judgment, decree, or other requirement of any federal, state, local, or foreign government or political subdivision thereof, or any arbitrator, court, or tribunal of competent jurisdiction.

[bookmark: co_anchor_a578967_1][bookmark: co_anchor_a136366_1][bookmark: co_anchor_a671054_1]“License Fee” has the meaning set forth in Section 9.1.
[bookmark: co_anchor_a241777_1]
“Loss” or “Losses” means all losses, damages, deficiencies, claims, actions, judgments, settlements, interest, awards, penalties, fines, costs, or expenses of whatever kind, including reasonable attorneys’ fees and the costs of enforcing any right to indemnification hereunder and the cost of pursuing any insurance providers.
[bookmark: co_anchor_a303274_1]
“Maintenance Release” means any update, upgrade, release, or other adaptation or modification of the Software, including any updated Documentation, that Contractor may generally provide to its licensees from time to time during the Term, which may contain, among other things, error corrections, enhancements, improvements, or other changes to the user interface, functionality, compatibility, capabilities, performance, efficiency, or quality of the Software, and includes any New Version.
[bookmark: co_anchor_a587625_1]
“New Version” means any new version of the Software that the Contractor may from time to time introduce and market generally as a distinct licensed product, as may be indicated by Contractor’s designation of a new version number.
[bookmark: co_anchor_a587281_1][bookmark: co_anchor_a399406_1]
“Open Source Components” means any software component that is subject to any open source copyright license agreement, including software available under the GNU Affero General Public License (AGPL), GNU General Public License (GPL), GNU Lesser General Public License (LGPL), Mozilla Public License (MPL), Apache License, BSD licenses, or any other license that is approved by the Open Source Initiative.
[bookmark: co_anchor_a171285_1]
“Open Source License” has the meaning set forth in Section 2.3.
[bookmark: co_anchor_a402250_1]
“Operating Environment” means the Water System’s computer systems on which the Software is intended to be installed and operate, as set forth in the attached Exhibit A.
[bookmark: co_anchor_a167008_1]
“Permitted Use” means use of the Software and Documentation by any Authorized User for the benefit of the Water System for any and all lawful purposes.
[bookmark: co_anchor_a942212_1]
“Person” means an individual, corporation, partnership, joint venture, limited liability entity, governmental authority, unincorporated organization, trust, association, or other entity.
[bookmark: co_anchor_a859352_1]
“Pricing” means any and all fees, rates, and prices payable under this Agreement, including pursuant to any Exhibit hereto.
[bookmark: co_anchor_a355669_1]“Products” means all Software, Hardware, Equipment, and Documentation, and all code, specifications and other documents, work product, information, data, and materials that Contractor is required to or otherwise provides to the Water System or its designee(s) under this Agreement
[bookmark: co_anchor_a639090_1][bookmark: co_anchor_a272810_1][bookmark: co_anchor_a284502_1][bookmark: co_anchor_a175098_1]
“Representatives” means, with respect to a Party, that Party’s employees, officers, directors, consultants, agents, independent contractors, service providers, sublicensees, subcontractors, and legal advisors. 
[bookmark: co_anchor_a168277_1]
“Services” means any of the services, including Support Services and training (if applicable), Contractor is required to or otherwise does provide under this Agreement as more fully described in the body of this Agreement and Exhibit A.
[bookmark: co_anchor_a978788_1]
“Software” means the executable, object code version of the [NAME OF SOFTWARE, CURRENT SOFTWARE VERSION, AND RELEASE NUMBER], and any Maintenance Releases provided to and Water System Modifications made by or for the Water System pursuant to this Agreement, and all copies of the foregoing permitted hereunder, as more fully described in Exhibit A.
[bookmark: co_anchor_a528834_1]
“Source Code” means the human readable source code of the Software to which it relates, in the programming language in which the Software was written, together with all related flow charts, code, and technical documentation, including a description of the procedure for generating object code, all of a level sufficient to enable a programmer reasonably fluent in such programming language to understand, build, operate, support, maintain, and develop modifications, upgrades, updates, adaptations, enhancements, new versions, and other derivative works and improvements of, and to develop computer programs compatible with, the Software.
[bookmark: co_anchor_a616576_1]
“Support Commencement Date” means, with respect to any Product, the date on which the Warranty Period for such or Service expires or such other date as may be set forth in the Support Schedule for such Product or Services.

[bookmark: co_anchor_a599004_1]“Support Schedule” means the exhibit attached as Exhibit A, setting forth the Support Services and the Parties’ additional rights and obligations with respect thereto.
[bookmark: co_anchor_a118930_1]
“Support Services” means the software support Services Contractor is required to or otherwise does provide to the Water System under this Agreement as described in this Agreement and Exhibit A.

[bookmark: co_anchor_a972152_1][bookmark: co_anchor_a580988_1][bookmark: co_anchor_a754481_1]“Term” has the meaning set forth in Exhibit C.
[bookmark: co_anchor_a765162_1][bookmark: co_anchor_a436065_1][bookmark: co_anchor_a733118_1]
“Warranty Period” means: i) with respect to Software, the one (1) year period commencing on (a) installation of the Software and (b) any and all subsequent Maintenance Releases; ii) with respect to Hardware and Equipment, the one (1) year period commencing on installation of such Hardware or Equipment; and iii) with respect to Services, the ninety (90)-day period commencing on completion of such Services.
[bookmark: co_anchor_a590644_1]
“Water System Data” means all data, information, and other content of any type and in any format, medium, or form, whether audio, visual, digital, screen, or other, that is input, uploaded to, placed into, or collected, stored, processed, generated, or output by any device, system, or network by or on behalf of the Water System, including any and all works, inventions, data, analyses, and other information and materials resulting from any use of the Products by or on behalf of the Water System under this Agreement, except that Water System Data does not include the Software or data, information, or content, including any audio, visual, or digital or other display or output, that is generated automatically upon executing the Software without additional user input.

“Water System Modifications” means all modifications, corrections, repairs, translations, enhancements, and other derivative works and improvements of the Products permitted to be made by the Water System, or for the Water System by any Authorized User pursuant to this Agreement.
[bookmark: co_anchor_a406042_1]
2. Software License.

[bookmark: co_anchor_a784030_1]2.1	License Grant. Contractor hereby grants to the Water System [during the Term] a non-exclusive, royalty-free, [perpetual,] irrevocable, freely transferable, and freely sublicensable license to use the Software and Software Documentation for the Permitted Use in accordance with the terms and conditions of this Agreement.
[bookmark: co_anchor_a512952_1]
2.2	Scope of Licensed Access and Use. Pursuant to the license granted under Section 2.1 and in accordance with the terms and conditions thereof, the Water System has the right and license to do each of the following for or in connection with the Permitted Use:
[bookmark: co_anchor_a779985_1]
[bookmark: co_anchor_a978885_1](a)install, execute and run [[NUMBER] of copies of/one (1) copy of] the Software on [up to [NUMBER]/its] computer(s) [at a time] [and] on the Water System’s network for use by [up to [NUMBER]/the] Authorized Users [at a time] [at [any/each] of the Designated Site(s)];

[bookmark: co_anchor_a848380_1](b)have Authorized Users access and use the Software by any means whatsoever, including via the internet or any WAN, LAN or VPN, from any other device;

[bookmark: co_anchor_a952471_1](c)generate print, copy, download and store all Water System Data and other data, information and content, including all audio, visual, or digital and other displays and output, as may result from any execution or other use of the Software;

[bookmark: co_anchor_a230883_1][bookmark: co_anchor_a707784_1](d) use the Software in object code form, except that the licensed uses of the Software hereunder will include use in both Source Code and object code form for any Open Source Components, in accordance with the license therefor;

(f) prepare and use as many copies and Water System Modifications of the Software and Documentation for the Permitted Use, including for purposes of: (i) operation with other software or systems; (ii) hardware or system maintenance or repair; (iii) software, hardware or system testing; (iv) disaster recovery; and (v) backup and archiving;
[bookmark: co_anchor_a392154_1]
[bookmark: co_anchor_a335523_1](g) procure and use, and have Authorized Users perform, all Authorized Services, it being understood and agreed that no such procurement, use or performance of the Authorized Services, or any use of any computers, devices, networks or copies of the Software or Documentation permitted under Section 2.1 or this Section 2.2, for or in connection with the Authorized Services will be included in the calculation of the quantity or amount of the Water System’s use of the Software for any purpose, including for assessing any fees or other consideration payable to Contractor or determining the Water System’s compliance with the maximum usage permitted by Section 2.2(a) or Section 2.2(b);

[bookmark: co_anchor_a542513_1](h) grant any and all such sublicenses as may be required to authorize any Authorized Users to perform any of the Authorized Services;

[bookmark: co_anchor_a747845_1](i) train Authorized Users in any and all uses of the Software and Documentation permitted hereunder; and

(j) perform, and have Authorized Users perform, any other act, including the provision of any service, that is reasonably incidental to the operation of the Software in accordance with the terms and conditions of this Agreement.
[bookmark: co_anchor_a143054_1]
2.3	Open Source Licenses. Any use hereunder of Open Source Components shall be governed by, and subject to, the terms and conditions of the applicable open source license (”Open Source License”). Contractor shall:
[bookmark: co_anchor_a411071_1]
(a) [bookmark: co_anchor_a1030008_1]Identify and describe in Exhibit A each of the Approved Open Source Components of the Software.

(b) [bookmark: co_anchor_a481849_1]Provide the Water System a complete, machine-readable copy of the Source Code for each such Approved Open Source Component in accordance with the terms of the corresponding controlling Open Source License, a copy of each of which as of the Effective Date is attached as an exhibit to Exhibit A.

(c) Update Exhibit A to include (a) all Approved Open Source Components, if any, of any Maintenance Release or other Products and (b) an exhibit attaching all applicable Open Source Software Licenses or identifying the URL where these licenses are publicly available.
 
[bookmark: co_anchor_a116881_1]
2.4	Software License Restrictions. Except as this Agreement expressly permits, or as reasonably necessary to make any use of the Software permitted by Section 2.1, Section 2.2 or elsewhere in this Agreement, the Water System shall not, and shall not permit others to:
[bookmark: co_anchor_a1029031_1]
(a) modify, correct, adapt, translate, enhance, or otherwise prepare derivative works or improvements of the Software except as expressly permitted by Section 2.2(f);
[bookmark: co_anchor_a804537_1]
(b) [bookmark: co_anchor_a1024800_1]rent, lease, lend, sell, distribute, publish, or otherwise make the Software available to any third party; or

(c) reverse engineer, disassemble, decompile, decode, or adapt the Software, or otherwise attempt to derive or gain access to the Source Code of the Software, in whole or in part, except as and only to the extent: (i) this restriction is prohibited by applicable Law; (ii) such action is taken for purposes of ensuring or assessing interoperability or otherwise qualifies as a “fair use” under US Copyright Act or other applicable Law or; (iii) with respect to Open Source Components included in the Software, these acts are permitted under the applicable Open Source License.
[bookmark: co_anchor_a141283_1]
3. Hardware and Equipment.  

4. 	Delivery and Installation.
[bookmark: co_anchor_a83938_1]
[bookmark: co_anchor_a720772_1]4.1	Delivery, Risk of Loss and Installation. Within [NUMBER] Business Days after the Effective Date, Contractor shall deliver the Products FOB Destination and install the Products in accordance with the specifications set forth in Exhibit A.
[bookmark: co_anchor_a982030_1]
4.2	Documentation. Contractor shall provide the Water System with complete and accurate Documentation for all Products prior to or concurrently with their delivery. The Documentation will include all technical and functional specifications and other such information as may be reasonably necessary for the effective installation, testing, use, support and maintenance of the Products in the Operating Environment, including the effective configuration, integration, and systems administration of the Products, and the operation and the performance of all its functions.
[bookmark: co_anchor_a377240_1]
4.3	Documentation Specifications. Contractor shall provide all Documentation in both hard copy and electronic form, in such formats and media as are set forth in Exhibit A, or as the Water System may otherwise request.
[bookmark: co_anchor_a677940_1][bookmark: co_anchor_a508575_1][bookmark: co_anchor_a855584_1][bookmark: co_anchor_a848948_1][bookmark: co_anchor_a603278_1][bookmark: co_anchor_a629282_1][bookmark: co_anchor_a359472_1][bookmark: co_anchor_a293413_1][bookmark: co_anchor_a340290_1][bookmark: co_anchor_a863675_1][bookmark: co_anchor_a293520_1][bookmark: co_anchor_a535145_1][bookmark: co_anchor_a997967_1][bookmark: co_anchor_a777704_1][bookmark: co_anchor_a172914_1][bookmark: co_anchor_a994162_1][bookmark: co_anchor_a912788_1][bookmark: co_anchor_a829929_1][bookmark: co_anchor_a609666_1][bookmark: co_anchor_a679315_1][bookmark: co_anchor_a623563_1][bookmark: co_anchor_a540703_1][bookmark: co_anchor_a179174_1][bookmark: co_anchor_a1017685_1][bookmark: co_anchor_a463736_1][bookmark: co_anchor_a875607_1][bookmark: co_anchor_a959700_1][bookmark: co_anchor_a133193_1][bookmark: co_anchor_a143874_1][bookmark: co_anchor_a132932_1][bookmark: co_anchor_a629937_1][bookmark: co_anchor_a366949_1][bookmark: co_anchor_a480398_1]
5.	Performance of Services.
[bookmark: co_anchor_a560984_1]
5.1	Provision and Quality of Services. Contractor shall provide all Services and Products hereunder in a timely, skillful, professional, and workmanlike manner by qualified personnel exercising care, skill, and diligence consistent with best practices in the industry, and will devote adequate resources to meet its obligations hereunder, in accordance with the terms and conditions of this Agreement and the Documentation.
[bookmark: co_anchor_a58962_1]
5.2	Time of the Essence. Contractor acknowledges that time is of the essence with respect to Contractor’s performance hereunder and agrees that prompt and timely performance of all Services and other Contractor obligations in accordance with this Agreement is strictly required.
[bookmark: co_anchor_a381247_1] 
6.	Training. Contractor shall provide, at no additional charge, training on all uses of the Products permitted hereunder in accordance with the times, locations and other terms set forth in Exhibit A. Upon the Water System’s request, Contractor shall timely provide training for additional Authorized Users or other additional training on all uses of the Products for which the Water System requests such training, at such reasonable times and locations as the Water System requests and pursuant to such rates and other terms as are set forth in Exhibit B.
[bookmark: co_anchor_a412340_1]
7.	Maintenance Releases; New Versions.
[bookmark: co_anchor_a234802_1]
7.1	Maintenance Releases. During the Term, Contractor shall provide the Water System, at no additional charge, with all Maintenance Releases, each of which will constitute Software and be subject to the terms and conditions of this Agreement.
[bookmark: co_anchor_a464535_1]
7.2	New Versions. The Water System shall have the right, in its sole discretion, to receive any New Versions of the Software that the Contractor may release from time to time, at the best price then charged by Contractor for such New Version. All New Versions provided under this Agreement will constitute Software and be subject to the terms and conditions of this Agreement.
[bookmark: co_anchor_a429100_1]
7.3	Installation. The Water System has no obligation to install or use any Maintenance Release or New Version. If the Water System wishes to install any Maintenance Release or New Version, the Water System shall have the right to have such Maintenance Release or New Version installed, in the Water System’s discretion, by Contractor or Authorized Users. If the Water System requests that Contractor install any Maintenance Release or New Version, Contractor shall do so promptly and in no case more than [NUMBER] Business Days after the Water System’s notice of such request.
[bookmark: co_anchor_a389884_1]
8.	Support Services. Contractor shall provide the Water System with the Support Services described in Exhibit A. Such Support Services will be provided: (a) free of charge during the applicable Warranty Period, it being acknowledged and agreed that the Fees include full consideration for such Services during such period and (b) thereafter, for so long as the Water System elects to receive Support Services for the Software, in consideration of the Water System’s payment of Support Services fees in accordance with Section 9 and the rates set forth in Exhibit B.
[bookmark: co_anchor_a281803_1][bookmark: co_anchor_a776122_1][bookmark: co_anchor_a346031_1][bookmark: co_anchor_a554290_1][bookmark: co_anchor_a617930_1][bookmark: co_anchor_a502709_1][bookmark: co_anchor_a956693_1][bookmark: co_anchor_a535354_1][bookmark: co_anchor_a141916_1][bookmark: co_anchor_a789121_1][bookmark: co_anchor_a111830_1]
9.	Fees and Payment.
[bookmark: co_anchor_a393476_1]
9.1 License Fees. In consideration of, and as payment in full for, the rights and license to use the Software and Software Documentation as provided in this Agreement, the Water System shall pay to Contractor, subject to and in accordance with the terms and conditions of this Agreement, including the applicable provisions of Exhibits B.

9.2 Hardware & Equipment Purchase Fees.  In consideration of, and as payment in full for, the purchase of Hardware and Equipment, 
the Water System shall pay to the Contractor the fees set forth in Exhibit B, subject to and in accordance with the terms and conditions of this Agreement, including the applicable provisions of Exhibit B and this Section 9.
[bookmark: co_anchor_a784753_1]
9.3 Service Fees. In consideration of Contractor providing the Services as required hereunder, the Water System shall pay to Contractor the fees set forth in Exhibit B subject to and in accordance with the terms and conditions of this Agreement, including the applicable provisions of Exhibit B and this Section 9.
[bookmark: co_anchor_a923611_1]
9.4 Invoices. Contractor shall invoice the Water System for all Fees in accordance with the invoicing requirements set forth in Exhibit B. Contractor shall submit each invoice in both hard copy and electronic format, via such delivery means and to such address as are specified by the Water System in writing from time to time.
[bookmark: co_anchor_a507039_1]
[bookmark: co_anchor_a418956_1]9.5 Payment. Subject to the terms and conditions of this Section 9.4, the Water System shall pay all properly invoiced fees within [30] days after the Water System’s receipt of a proper invoice therefor.
[bookmark: co_anchor_a336097_1][bookmark: co_anchor_a960472_1]
9.6 Form of Payment. All payments hereunder will be in US dollars and made, at the Water System’s option, by [check or wire transfer/[PAYMENT METHOD]]. Payments will be made to the address or account specified by Contractor in writing from time to time, provided that Contractor shall give the Water System at least [NUMBER] Business Days’ prior notice of any account, address or other change in payment instructions. The Water System will not be liable for any late or misdirected payment caused by Contractor’s failure to provide timely notice of any such change.
[bookmark: co_anchor_a562870_1]
9.7 Payment Disputes. The Water System may withhold from payment any and all payments and amounts the Water System disputes in good faith, pending resolution of such dispute.
 
Contractor shall not withhold any Services or fail to perform any obligation hereunder by reason of the Water System’s good faith withholding of any payment or amount in accordance with this Section 9.6 or any dispute arising therefrom.
[bookmark: co_anchor_a661181_1]
9.8 Firm Pricing/Fee Changes. All Pricing set forth in this Agreement is firm and will not be increased.
[bookmark: co_anchor_a1022272_1][bookmark: co_anchor_a1015697_1][bookmark: co_anchor_a786017_1]
9.9 Right of Setoff. Without prejudice to any other right or remedy it may have, the Water System reserves the right to set off at any time any amount owing to it by Contractor against any amount payable by the Water System to Contractor under this Agreement or otherwise.
[bookmark: co_anchor_a809971_1]
[bookmark: co_anchor_a971962_1]10.	Confidentiality.  While the Water System may have a proprietary interest in this Agreement, Water System Data, Water System Modifications, and in the Services provided by Contractor, the Water System is subject to the Texas Public Information Act.  Accordingly, this Agreement, the Services, and any information obtained by Contractor through the Water System in connection with the performance of the Services shall not be disclosed directly by Contractor to any third party.  In the event Contractor receives a request for information related to this Agreement, upon receipt of such request Contractor shall provide immediate (within 24 hours) notice to the Water System of the request along with a copy of the request, and give the Water System the opportunity to respond to the request prior to its release by Contractor.  In no event shall Contractor provide or participate in any public presentations or prepare or present any papers for public dissemination concerning the Services, or with information obtained in connection with the Services, without receiving the prior written approval from the Water System of the type of public dissemination and the content of any materials presented, which approval may be withheld in the sole and absolute discretion of the Water System. 
[bookmark: co_anchor_a368906_1]
11.	Intellectual Property Rights.
[bookmark: co_anchor_a630254_1]
11.1 Ownership Rights in Software.
[bookmark: co_anchor_a1019778_1]
(a) Subject to the rights and licenses granted by Contractor in this Agreement , and the provisions of Section 11.1(a)(ii):
[bookmark: co_anchor_a883829_1]
(i) Contractor reserves and retains its entire right, title and interest in and to all Intellectual Property Rights arising out of or relating to the Software; and
[bookmark: co_anchor_a898534_1]
(ii) none of the Water System or Authorized Users acquire any ownership of Intellectual Property Rights in or to the Software or Software Documentation as a result of this Agreement.
[bookmark: co_anchor_a861942_1]
(b) As between the Water System, on the one hand, and Contractor, on the other hand, the Water System has, reserves and retains, sole and exclusive ownership of all right, title and interest in and to the Water System Data and Water System Modifications, including all Intellectual Property Rights arising therefrom or relating thereto. The Water System Data and Water System Modifications are the Confidential Information of the Water System, and neither Contractor nor any third party has or will:
[bookmark: co_anchor_a863396_1]
(i)have, acquire, or claim any right, title, or interest in or to any Water System Data or Water System Modifications as a result of this Agreement or any interest in the Software or any Open Source Components; or
[bookmark: co_anchor_a734400_1]
(ii) have any right or license to, and shall not, use any Water System Data or Water System Modifications except solely as and to the extent necessary to perform the Services hereunder.
[bookmark: co_anchor_a747486_1]
11.2 Rights in Open Source Components. Ownership of all Intellectual Property Rights in Open Source Components remains with the respective owners thereof, subject to the Water System’s rights under the applicable Open Source Licenses.

[bookmark: co_anchor_a73150_1]12.	Representations and Warranties.
[bookmark: co_anchor_a173327_1]
12.1 Mutual Representations and Warranties. Each Party represents and warrants to the other Party that:
[bookmark: co_anchor_a226734_1]
(a) it is a duly organized, validly existing, and in good standing as a corporation or other entity under the Laws of the jurisdiction of its incorporation or other organization;
[bookmark: co_anchor_a66514_1]
(b) it has the full right, power, and authority to enter into, and to perform its obligations and grant the rights and licenses it grants or is required to grant under, this Agreement;
[bookmark: co_anchor_a547173_1]
(c) the execution of this Agreement by its representative whose signature is set forth at the end of this Agreement has been duly authorized by all necessary corporate or organizational action of such Party; and
[bookmark: co_anchor_a998537_1]
(d) when executed and delivered by both Parties, this Agreement will constitute the legal, valid, and binding obligation of such Party, enforceable against such Party in accordance with its terms.
[bookmark: co_anchor_a656578_1]
12.2 Additional Contractor Representations and Warranties. Contractor further represents, warrants and covenants to the Water System that:
[bookmark: co_anchor_a171868_1]
(a) it is and throughout the license term will remain the sole and exclusive legal and beneficial owner of the entire right, title, and interest in and to the Software and Documentation, including all Intellectual Property Rights relating thereto;

(b) it is, and until the sale to the Water System of the Hardware and Equipment will remain, the sole and exclusive legal and beneficial owner of the entire right, title and interest in and to the Hardware and Equipment, including all Intellectual Property Rights relating thereto; 
[bookmark: co_anchor_a918832_1]
(c) it has and throughout the license term will retain the unconditional and irrevocable right, power, and authority to grant and perform the license hereunder;

(d) it has the unconditional and irrevocable right, power, and authority to sell the Hardware and Equipment to the Water System;
[bookmark: co_anchor_a835972_1]
(e) the Software and Software Documentation, and the Water System’s use thereof, is and throughout the license term will be free and clear of all encumbrances, liens and security interests of any kind;

(f) The Hardware and Equipment and the Documentation thereon are free and clear of all encumbrances, liens and security interests of any kind;
[bookmark: co_anchor_a615710_1]
(g) neither its grant of the license, nor the provision of Products or Services or any other performance by or on behalf of Contractor under this Agreement does or will at any time:
[bookmark: co_anchor_a948602_1]
(i) conflict with or violate any applicable Law;
[bookmark: co_anchor_a762974_1]
(ii) require the consent, approval, or authorization of any governmental or regulatory authority or other third party other than to the extent required by the Water System; or
[bookmark: co_anchor_a585437_1]
(iii) require the provision of any payment or other consideration to any third party;
[bookmark: co_anchor_a852470_1]
(h) it has not granted and will not at any time during the license term grant any license or other contingent or non-contingent right, title or interest under or relating to the Software or Documentation that does or will conflict with or otherwise affect this Agreement, including any of Contractor’s representations, warranties or performance or the Water System’s rights or licenses hereunder;
[bookmark: co_anchor_a51371_1]
(i) when used by the Water System or any Authorized User, no Product or Documentation as delivered or installed by Contractor does or will:
[bookmark: co_anchor_a720249_1]
(i) infringe, misappropriate, or otherwise violate any Intellectual Property Right or other right of any third party; or
[bookmark: co_anchor_a713613_1]
(ii) fail to comply with any applicable Law;
[bookmark: co_anchor_a467942_1]
(j) there is no settled, pending, or threatened litigation, claim or proceeding (including in the form of any offer to obtain a license):
[bookmark: co_anchor_a204954_1]
(i) alleging that any use of the Products or Documentation does or would infringe, misappropriate, or otherwise violate any copyright, patent, trade secret or other Intellectual Property Right of any third party;
[bookmark: co_anchor_a728339_1]
(ii) challenging Contractor’s ownership of, or right to use or license, any Products or Documentation, or alleging any adverse right, title, or interest with respect thereto;
[bookmark: co_anchor_a158184_1]
(iii) alleging the invalidity, misuse, unregistrability, unenforceability or non-infringement of any copyrights, trade secret rights, or patent rights in the Products or Documentation; or
[bookmark: co_anchor_a399809_1]
(iv) alleging any third-party infringement, misappropriation, or violation of any copyrights, trade secrets, or patent rights in the Products or Documentation, nor is any third party infringing, misappropriating, or violating, or preparing or threatening to infringe, misappropriate, or violate, any copyrights, trade secrets or patent rights in the Products or Documentation, and it has no knowledge after reasonable investigation of any factual, legal, or other reasonable basis for any such litigation, claim or proceeding;
[bookmark: co_anchor_a674932_1]
(k) it has not received any written, oral or other notice of any litigation, claim or proceeding described in Section 12.2(j);
[bookmark: co_anchor_a318404_1]
(l) no expiration or loss of any patent or application for patent rights in the Software is pending, or, to Contractor’s knowledge after reasonable inquiry, threatened or reasonably foreseeable, and Contractor has no reason to believe that any claims of any such patent or patent application are or will be invalid, unenforceable, fail to issue, or be materially limited or restricted beyond the current claims, except for patent rights expiring at the end of their statutory term;

(m) as provided and installed by Contractor, no Software does or will at any time during the license term contain any:
[bookmark: co_anchor_a382492_1]
(i) Harmful Code; or
[bookmark: co_anchor_a461306_1]
(ii) Open Source Components or operate in such a way that it is developed or compiled with or linked to any Open Source Components, other than Approved Open Source Components specifically described in Exhibit A and the controlling Open Source License.
[bookmark: co_anchor_a730930_1]
(n) all Documentation is and will be complete and accurate when provided to the Water System such that at no time during the license term will the Software have any undocumented feature; and
[bookmark: co_anchor_a681569_1]
(o) it will perform all Services in a timely, skillful, professional, and workmanlike manner in accordance with best industry standards and practices for similar services, using personnel with the requisite skill, experience, and qualifications, and will devote adequate resources to meet its obligations under this Agreement.
[bookmark: co_anchor_a248096_1]
12.3 Performance Warranty and Limited Remedy.
[bookmark: co_anchor_a1002425_1]
(a) Contractor represents, warrants, and covenants to the Water System that throughout the Warranty Period relevant thereto:
[bookmark: co_anchor_a1007039_1]
(i) when used in the Operating Environment (or any successor thereto) in accordance with the Documentation, all Software as provided and installed by Contractor, will be fully operable, meet all applicable specifications, and function in all respects, in conformity with this Agreement and the Documentation; and
[bookmark: co_anchor_a464566_1]
(ii) any media on which any Software or Documentation is delivered will be free of any damage or defect in design, material or workmanship, and will remain so under ordinary use as contemplated by (A) this Agreement and, with respect to the Software, (B) the Documentation; and
[bookmark: co_anchor_a278938_1]
(iii) no Maintenance Release or New Version, when properly installed in accordance with this Agreement, will have an adverse effect on the functionality or operability of the Software.
[bookmark: co_anchor_a1005016_1]
(b) If the Contractor breaches any of the warranties set forth in Section 12.3(a), Contractor shall, upon written notice from the Water System and at Contractor’s sole cost and expense, remedy such breach in accordance with the remedial plan set forth in Exhibit A, including the time periods set forth therein. In the event Contractor fails to remedy such breach on a timely basis, the Water System shall be entitled to any and all such remedies as are specified in the Support Schedule or as may otherwise be available under this Agreement, at law or in equity for breach of its Support Services obligations. Nothing in this Section 12.3(b) shall limit the Water System’s right to indemnification pursuant to Section 13.1.
[bookmark: co_anchor_a955655_1]
[bookmark: co_anchor_a539083_1]12.4 Disclaimer. EXCEPT FOR THE EXPRESS WARRANTIES SET FORTH IN THIS AGREEMENT, EACH PARTY HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, WITH RESPECT TO THIS AGREEMENT.

13.	Indemnification.
[bookmark: co_anchor_a186600_1][bookmark: _DV_M45]
13.1 Indemnification. Contractor shall indemnify, defend, and hold harmless the Water System and the City of San Antonio, and their respective members, agents, employees, officers, directors, trustees and representatives (collectively, “Indemnitees”) from and against any and all Losses incurred by the Indemnitee resulting from any Action by a third party:
[bookmark: co_anchor_a983653_1]
(a) that the Products, or any use of the Products in accordance with this Agreement, infringes or misappropriates such third party’s Intellectual Property Rights;

(b) Contractor’s breach of any representation, warranty, covenant, or obligation of Contractor under this Agreement (including any action or failure to act by any Contractor that, if taken or not taken by Contractor, would constitute such a breach by Contractor); or
[bookmark: co_anchor_a592490_1]
(c) any action or failure to take a required action or more culpable act or omission (including recklessness or willful misconduct) in connection with the performance of any Services or other activity required of, or performed by or on behalf of, Contractor or any Contractor under this Agreement.
[bookmark: co_anchor_a290822_1]
13.2 Indemnification Procedure. The Water System shall promptly notify Contractor in writing of any Action for which the Water System believes it is entitled to be indemnified pursuant to Section 13.1 and cooperate with Contractor at Contractor’s sole cost and expense. Contractor shall promptly assume control of the defense and investigation of such Action and shall employ counsel reasonably acceptable to the Water System to handle and defend the same, at Contractor’s sole cost and expense. The Water System may participate in and observe the proceedings at its own cost and expense with counsel of its own choosing. Contractor shall not settle any Action without the Water System’s prior written consent. If the Contractor fails or refuses to assume control of the defense of such Action, the Water System shall have the right, but no obligation, to defend against such Action, including settling such Action after giving notice to the Contractor, in each case in such manner and on such terms as the Water System may deem appropriate.  The Water System’s failure to perform any obligations under this Section 13.2 will not relieve Contractor of its obligations under this Section 13 except to the extent that Contractor can demonstrate that it has been materially prejudiced as a result of such failure.
[bookmark: co_anchor_a694493_1]
13.3 Mitigation.
[bookmark: co_anchor_a1007680_1]
(a) If any Product, or any component thereof, is or in Contractor’s opinion is likely to be claimed to infringe, misappropriate or otherwise violate any third-party Intellectual Property Right, or if the Water System’s use of any Product or any component thereof is enjoined or threatened to be enjoined, Contractor shall, at Contractor’s sole cost and expense:
[bookmark: co_anchor_a531066_1]
(i) obtain the right for all Indemnitees to continue to use such Product to the full extent contemplated by this Agreement; or
[bookmark: co_anchor_a960910_1]
(ii) modify or replace the materials that infringe or are alleged to infringe (”Allegedly Infringing Materials”) to make the Product and all of its components (as so modified or replaced) non-infringing while providing fully equivalent features and functionality, in which case such modifications or replacements will constitute Product under this Agreement; or
[bookmark: co_anchor_a202536_1]
(b) if neither of the foregoing ((a)(i) or (a)(ii)) is possible notwithstanding Contractor’s best efforts, then Contractor may, by written notice to the Water System, direct all Indemnitees to cease any and all use of materials that have been enjoined or finally adjudicated as infringing, provided that Contractor shall:
[bookmark: co_anchor_a477660_1]
(i) refund to the Water System a pro rata portion of all amounts paid by the Water System in respect of such Allegedly Infringing Materials and any other parts, features or functions of the Products or Services that the Water System cannot reasonably use as intended under this Agreement proportionate with the extent to and period during which the Water System’s exercise of its rights under this Agreement respecting the Allegedly Infringing Materials have been and will be materially impaired; and
[bookmark: co_anchor_a121131_1]
(ii) in any case, at its sole cost and expense, secure the right for all Indemnitees to continue using the Allegedly Infringing Materials for a transition period of up to [NUMBER] months to allow the Indemnitees to replace the affected features of the Product without disruption; and
[bookmark: co_anchor_a456297_1]
(c) if none of the remedies set forth in Section 13.3(a) or Section 13.3(b) is reasonably available with respect to the Allegedly Infringing Materials, Contractor may terminate this Agreement, including the rights and licenses granted pursuant to Section 2, and the Water System shall promptly return to Contractor the original copy and all other partial and complete copies of the Software other than the Water System Modifications and Contractor shall refund to the Water System:
[bookmark: co_anchor_a91592_1]
(i) the Fees paid hereunder less the amortized portion of such Fees;
[bookmark: co_anchor_a760470_1]
(ii) a pro rata share of any prepaid fees for the Support Services that corresponds to the percentage of the service period remaining after the effective date of such termination; and
[bookmark: co_anchor_a753833_1]
(iii) all prepaid fees for other Services to the extent such other Services have not been provided.

The remedies set forth in this Section 13.3 are in addition to, and not in lieu of, all other remedies that may be available to the Water System, including the indemnification rights under this Section 13.

13.4 The terms and provisions of this Section 13 shall survive the expiration of the term or earlier termination of this Agreement.  Nothing in this Section 13 shall be interpreted to constitute a waiver of any governmental immunity available under Texas law or any available defenses under Texas law.  IN THE EVENT CONTRACTOR AND THE WATER SYSTEM ARE FOUND JOINTLY LIABLE BY A COURT OF COMPETENT JURISDICTION, LIABILITY SHALL BE APPORTIONED COMPARATIVELY IN ACCORDANCE WITH THE LAWS FOR THE STATE OF TEXAS, WITHOUT, HOWEVER, WAIVING ANY GOVERNMENTAL IMMUNITY AVAILABLE TO THE WATER SYSTEM UNDER TEXAS LAW AND WITHOUT WAIVING ANY DEFENSES OF THE PARTIES UNDER TEXAS LAW.

[bookmark: co_anchor_a701789_1][bookmark: co_anchor_a618930_1][bookmark: co_anchor_a544954_1]14. Term and Termination.
[bookmark: co_anchor_a000080_1]
[bookmark: _DV_C40][bookmark: _DV_M50][bookmark: _DV_C41][bookmark: _DV_M51][bookmark: _DV_C43][bookmark: _DV_M52][bookmark: co_anchor_a000083_1]14.1 Term. The term of this Agreement shall be for the period provided in Exhibit C attached hereto and incorporated herein, beginning and ending on the dates provided in Exhibit C.  

[bookmark: co_anchor_a000084_1][bookmark: co_anchor_a000086_1][bookmark: _DV_C47]14.2 Termination for Cause.  The Water System may terminate this Agreement at any time for "Cause" in accordance with the procedures provided below.  Termination by the Water System of this Agreement for "Cause" shall mean termination upon (i) the neglect, breach or inattention by Contractor of its duties hereunder, and such neglect, breach or inattention has not been cured within five (5) days after written notice thereof given by the Water System to Contractor, (ii) the engaging by Contractor in willful or fraudulent conduct that is injurious to the Water System, monetarily or otherwise, (iii) the failure by Contractor to otherwise perform its duties hereunder and such failure has not been cured within five (5) days after written notice thereof given by the Water System to Contractor.  Notice shall be deemed given as provided in Section 15.3 of this Agreement.  Upon such termination for cause, the Contractor shall not be entitled to any further compensation under this Agreement, except for the compensation which has been earned for Services rendered by Contractor in accordance with this Agreement through the date of notice of such termination, subject to offset for damages as set forth in Section 9.10 above, and which shall be paid only after final completion of the work provided for under this Agreement by the Water System. 

In the event termination for cause is not proper under this Section, the termination shall be deemed to constitute a termination for convenience as set forth in Section 14.3. 

14.3 Other Termination.  The Water System may terminate this Agreement at any time for any reason, without cause, upon thirty (30) days written notice to the Contractor.  Upon termination of this Agreement, the Contractor will be entitled only to the compensation and expenses which have been earned for Services rendered in accordance with this Agreement through the date of such termination.  

[bookmark: co_anchor_a000088_1][bookmark: co_anchor_a000156_1][bookmark: co_anchor_a590762_1][bookmark: co_anchor_a507903_1][bookmark: co_anchor_a225323_1][bookmark: co_anchor_a787502_1][bookmark: co_anchor_a795592_1]14.4 Survival. No termination of this Agreement shall impair or defeat those obligations set forth elsewhere in this Agreement which require either party to do or refrain from doing any specified act or acts after termination of this Agreement, or to perform any obligation which by its terms or normal meaning survives termination of this Agreement.

15.	Miscellaneous.
[bookmark: co_anchor_a317440_1]
15.1 Effect of Contractor Bankruptcy. All rights and licenses granted by Contractor under this Agreement are and will be deemed to be rights and licenses to “intellectual property,” and the subject matter of this agreement, including all Products, is and will be deemed to be “embodiment[s]” of “intellectual property”, for purposes of and as such terms are used in and interpreted under section 365(n) of the United States Bankruptcy Code (the “Code”) (11 U.S.C. § 365(n)). The Water System shall have the right to exercise all rights and elections under the Code and all other applicable bankruptcy, insolvency and similar laws with respect to this Agreement, and the subject matter hereof. Without limiting the generality of the foregoing, Contractor acknowledges and agrees that, if Contractor or its estate becomes subject to any bankruptcy or similar proceeding:
[bookmark: co_anchor_a664107_1]
(a) subject to the Water System’s rights of election, all rights and licenses granted to the Water System under this Agreement  will continue subject to the  terms and conditions hereof, and will not be affected, even by Contractor’s rejection of this Agreement;
[bookmark: co_anchor_a952000_1]
(b) the Water System shall be entitled to a complete duplicate of (or complete access to, as appropriate) all such intellectual property and embodiments of intellectual property, and the same, if not already in the Water System’s possession, will be promptly delivered to the Water System, unless Contractor elects to and does in fact continue to perform all of its obligations under this Agreement.
[bookmark: co_anchor_a793048_1][bookmark: co_anchor_a939251_1]
15.2 Further Assurances. On a Party’s reasonable request, the other Party shall, at the requesting Party’s sole cost and expense, execute, and deliver all such documents and instruments, and take all such further actions, necessary to give full effect to this Agreement.
[bookmark: co_anchor_a315411_1][bookmark: co_anchor_a345180_1][bookmark: co_anchor_a568376_1]
[bookmark: co_anchor_a345949_1][bookmark: _DV_M61][bookmark: _DV_M62][bookmark: _Toc508081095][bookmark: _Toc508081230][bookmark: _Toc508081303][bookmark: _Toc515940176][bookmark: _Toc516911858][bookmark: _Toc516974608][bookmark: _Toc516975174][bookmark: _DV_M63]15.3 Notices. Any notice, communication or request under this Agreement to any of the parties shall be in writing and shall be effectively delivered if delivered personally or sent by overnight courier service (with all fees prepaid), or by facsimile as follows:
	
[bookmark: _DV_M64]If to the Water System:		San Antonio Water System
[bookmark: _DV_M65]	Purchasing Division
[bookmark: _DV_M66]	2800 US Hwy 281 North
[bookmark: _DV_M67]	San Antonio, Texas 78212
[bookmark: _DV_M68]	Attn:  Yvonne C. Torres
	Phone: 210.233.3821
	Fax:	210.233.4167

With copy to:	San Antonio Water System
	2800 US Hwy 281 North
	San Antonio, Texas 78212
	Attn:	Nancy Belinsky, VP General Counsel 
[bookmark: _DV_M69]	Fax:  210.233. 4193

or to Contractor:			Name
				Address
				Attn: 
				Fax:
				Email: 
[bookmark: co_anchor_a404449_1][bookmark: co_anchor_a954026_1]
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]15.4. Independent Contractor.  Contractor’s work shall be performed by Contractor as an independent contractor and not as an agent, employee or partner of the Water System.  Contractor shall be solely responsible for, and have exclusive control over: (a) the means, methods, tools, techniques, sequences and procedures of the Contractor’s work under this Agreement; and (b) the acts, errors and omissions of its employees, subcontractors, sub-subcontractors, suppliers and their respective agents and employees, and other persons or entities performing portions of the work for or on behalf of the Contractor or any of its subcontractors.  Any instruction or direction by the Water System with respect to the work performed by Contractor shall be deemed to relate to the results the Water System desires to obtain from the work performed by the Contractor, and shall in no way affect Contractor’s status as an independent contractor as described herein.  While the Water System has the right to review, approve and accept the Contractor’s work, the detailed manner and method of performance of the Contractor’s work shall be under the sole control of the Contractor.  Nothing in this Contract shall create a partnership or joint enterprise between the Water System and Contractor.
Nothing contained in this Contract shall create a contractual relationship with or a cause of action in favor of a third party against either the Water System or the Contractor.

[bookmark: _DV_C25][bookmark: _DV_M29]15.5. Right To Audit.  Contractor agrees to maintain appropriate accounting records of costs, expenses, and payrolls of its employees and agents performing under this Agreement for a period of three years after final payment for completed work has been made and all other pending matters concerning the Agreement have been closed.  Contractor agrees that the Water System or its authorized representative shall have access during normal business hours to any and all books, documents, papers, and records of the Contractor which are directly pertinent to the Services to be performed under this Agreement for the purposes of making audits and examinations.

[bookmark: _DV_C26][bookmark: _DV_M31]The Contractor further agrees to make the above requirement apply to any and all subcontractor agreements in which the Contractor has a contractual relationship for the Services to be performed under the Agreement.  All subcontractors shall agree that the Water System or its authorized representatives shall have access during normal business hours to any and all books, documents, papers, and records of the subcontractor which are directly pertinent to the Services to be performed under the Agreement for the purposes of making audits and examinations.

[bookmark: _DV_M36][bookmark: _DV_M39][bookmark: _DV_M40][bookmark: _DV_M41]15.6. Subcontractors.  Contractor shall not be permitted to subcontract any portion of the Services without the prior written consent of the Water System, other than authorized subcontractors as set forth in Exhibit D.  The Contractor acknowledges that it is the policy of the Water System to assist in increasing the competitiveness and qualifications of Small, Minority, and Woman Businesses (SMWB) to afford greater opportunity for such groups to obtain and participate in the Water System contracts.  Contractor agrees to complete and submit a Good Faith Effort Plan as part of its response to the Water System’s request for a proposal.  Contractor shall take all reasonable steps to be in compliance with and maintain compliance with the minimum percentage participations for SMWB set out in Contractor’s proposal to the Water System.  Contractor shall maintain records of all SMWB contracts and programs and submit a Vendor/Subcontractor Report Form to the Water System when submitting pay requests to the Water System.
15.7. Compliance with Law and the Water System’s Policies.  In performing this Agreement, Contractor agrees to comply with applicable laws and regulations and the Water System’s Policies, including but not limited to the Security Procedures attached as Exhibit E and compliant submittal of the Interested Parties Form 1295 attached as Exhibit F and to secure, pay for and comply with all permits, governmental fees, licenses, inspections, bonds, security or deposits necessary for proper execution and completion of the services.  Contractor agrees to not make or permit to be made any improper payments, or to perform any unlawful acts.

[bookmark: _DV_C22][bookmark: _DV_M26][bookmark: _DV_C24][bookmark: _DV_M27]15.8. Insurance.  Contractor shall maintain and keep in force for the duration of this Agreement such insurance as set forth on Exhibit G of this Agreement, which is attached hereto and incorporated herein for all purposes as if fully set forth herein.  Approval of insurance by the Water System shall not relieve or decrease the liability of Contractor hereunder and shall not be construed to be a limitation of liability on the part of Contractor.  Contractor shall be responsible for all premiums, deductibles and self-insured retentions, if any, stated in the policies. All deductibles or self-insured retentions shall be disclosed on the Certificate of Insurance.  All endorsements naming the Water System and the City of San Antonio (the "City") as additional insureds, waivers, and notices of cancellation endorsements as well as the Certificates of Insurance shall indicate: San Antonio Water System, Purchasing Division, 2800 US Hwy 281 North, San Antonio, Texas 78212.

[bookmark: _DV_M76][bookmark: _DV_C50][bookmark: _DV_M79][bookmark: _DV_C52][bookmark: _DV_M80][bookmark: _DV_C54][bookmark: _DV_M81][bookmark: _DV_C55][bookmark: _DV_M82][bookmark: _DV_C57][bookmark: _DV_M83][bookmark: _DV_C59][bookmark: _DV_M84][bookmark: _DV_C61][bookmark: _DV_M85]15.9 Interest in Water System Agreements Prohibited.  No officer or employee of the City shall have a financial interest, direct or indirect, in any Agreement with the Water System, or shall be financially interested, directly or indirectly, in the sale to the Water System of any land, materials, supplies or service, except on behalf of the City or the Water System as an officer or employee.  Any violation of this Section, with the knowledge, expressed or implied, of Contractor contracting with the Water System shall render this Agreement voidable by the Board of Trustees or the President/Chief Executive Officer of the Water System. To report suspected ethics violations impacting the San Antonio Water System, please call 1-800-687-1918.

15.10 Gift Policy. 	The Water System employees are prohibited from soliciting, accepting or agreeing to accept any gifts from outside sources. A copy of the Water System's Policy Section II.M of the Code of Ethical Standards is available upon request. Section M of the Water System’s Code of Ethical Standards regarding Gifts or Benefits is also available on the SAWS Business Center website.

15.11 Tax Matters. 	Contractor shall be solely responsible for payment of all taxes related to Contractor's provision of the services.  A tax exempt certificate is available upon request for the purchase of materials and goods only with regards to the contracted Services of this Agreement.

[bookmark: co_anchor_a000124_1]15.12 Assignment; Binding Effect. No assignment, transfer, or delegation of any rights or obligations under this Agreement by Contractor shall be made without the prior written consent of the Water System, which may be withheld in the sole and absolute discretion of the Water System.  This Agreement shall be binding upon the parties to this Agreement and their respective legal representatives, heirs, devisees, legatees, or other successors and permitted assigns, and shall inure to the benefit of the parties to this Agreement and their respective legal representatives, heirs, devisees, legatees, or other permitted successors and permitted assigns.  

15.13 Interpretation; Captions.  Whenever the context so requires, the singular number shall include the plural and the plural shall include the singular, and the gender of any pronoun shall include the other genders.  Titles and captions of or in this Agreement are inserted only as a matter of convenience and for reference and in no way affect the scope for this Agreement or the intent of its provisions.

15.14 Entire Agreement. This Agreement constitutes the entire agreement of the parties to this Agreement with respect to its subject matter, supersedes all prior agreements, if any, of the parties to this Agreement with respect to its subject matter, and may not be amended except in writing signed by the party to this Agreement against whom the change is being asserted.  This Agreement consists of this document and attached Exhibits A, B, C, D, E, F, G, and H, all of which are incorporated herein by reference for all purposes. Should any conflict arise between the terms of this document and the attached Exhibits, this document shall be controlling.  

15.15 No Waiver.  The failure of any party to this Agreement at any time or times to require the performance of any provisio7ns of this Agreement shall in no manner affect the right to enforce the same; and no waiver by any party to this Agreement of any provision (or of a breach of any provision) of this Agreement, whether by conduct or otherwise, in any one or more instances, shall be deemed or construed either as a further or continuing waiver of any such provision or breach or as a waiver of any other provision (or of a breach of any other provision) of this Agreement.

15.16 Governing Law; Jurisdiction. This Agreement has been entered in, and shall be governed by and construed in accordance with the laws of the State of Texas, without regard to principles of conflict or choice of law. This Agreement is performable in Bexar County and sole venue shall exclusively be in the courts of Bexar County, Texas.	
[bookmark: co_anchor_a000122_1][bookmark: co_anchor_a000126_1]

15.17 Counterparts. This Agreement may be executed in two or more counterparts, each of which shall be deemed an original, and it shall not be necessary in making proof of this Agreement or its terms to produce or account for more than one of such counterparts.

15.18 Non-Appropriation.  Contractor agrees that the Water System has projected costs for this Agreement and the Water System expects to pay all obligations of this Agreement from projected revenues of the Water System.  All obligations of the Water System are subject to annual appropriations by its Board of Trustees.  Accordingly, notwithstanding anything in this Agreement to the contrary, in the event that the Water System should fail to appropriate funds to pay any of the Water System’s obligations under the terms of this Agreement, then the Water System’s obligations under this Agreement shall terminate, and Contractor’s sole option and remedy shall be to terminate this Agreement by written notice to the Water System, and neither the Water System nor Contractor shall have any further duties or obligations hereunder, except those which expressly survive.  

[bookmark: co_anchor_a602408_1][bookmark: co_anchor_a276371_1][bookmark: co_anchor_a585450_1][bookmark: co_anchor_a306265_1]15.19 Export Regulation. The Services utilize software and technology that may be subject to US export control laws, including the US Export Administration Act and its associated regulations. The Water System shall not, directly or indirectly, export, re-export, or release the Services or the underlying software or technology to, or make the Services or the underlying software or technology accessible from, any jurisdiction or country to which export, re-export, or release is prohibited by law, rule, or regulation. The Water System shall comply with all applicable federal laws, regulations, and rules, and complete all required undertakings (including obtaining any necessary export license or other governmental approval), prior to exporting, re-exporting, releasing, or otherwise making the Services or the underlying software or technology available outside the US.

15.20 Severability. If any provision of this Agreement is invalid, illegal, or unenforceable in any jurisdiction, such invalidity, illegality, or unenforceability will not affect any other term or provision of this Agreement or invalidate or render unenforceable such term or provision in any other jurisdiction. Upon such determination that any term or other provision is invalid, illegal, or unenforceable, the Parties shall negotiate in good faith to modify this Agreement so as to effect their original intent as closely as possible in a mutually acceptable manner in order that the transactions contemplated hereby be consummated as originally contemplated to the greatest extent possible.
[bookmark: co_anchor_a641086_1]
IN WITNESS WHEREOF, the Parties hereto have executed this Agreement as of the date first above written.


THE WATER SYSTEM:				San Antonio Water System
[bookmark: _DV_M101]
[bookmark: _DV_M102]						By:___________________________________
[bookmark: _DV_M103]							Yvonne C. Torres
	Director Purchasing

[bookmark: _DV_M104]		
	Date

[bookmark: _DV_M105]CONTRACTOR:					Company Name
[bookmark: _DV_M106]

[bookmark: _DV_M107]						By:__________________________________
[bookmark: _DV_M108]	Signature
		
		Title
		
	Date
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Consultant & Contractor
Reimbursable Expense Policy

1. GENERAL


1.	Introduction
The Reimbursable Expense Policy should be used as a basis for submitting expenses relating to any Consultant and/or Contractor Agreement for the San Antonio Water System (SAWS).  This policy also pertains to all reimbursable expenses by sub-consultants/contractors on any SAWS project.

2.	Policy
Official reimbursable expenses shall be properly authorized, processed, conducted, reported, and reimbursed in accordance to this Policy.  Consultants/Contractors are expected to exercise good judgment in the type and amount of expense incurred.  

The Consultant/Contractor is responsible for becoming familiar with and adhering to the Policy as applicable for each reimbursable expense submitted.

For travel expenses, Consultants/Contractors are expected to plan in advance of the departure date to obtain lowest cost fares, rates and accommodations.  In addition, Consultant/Contractors are encouraged to use all practical means, including internet discounters, to obtain the lowest cost fares, rates, and accommodations.

3.	Definitions
The following definitions apply to this Policy:

Domestic Travel – Travel between business points within the continental United States (CONUS).

Actual and Reasonable Expenses – The specific, itemized expenses incurred, based on original receipts up to the amount judged by the SAWS Contracting Director to justifiable under the circumstances.

Official Travel Time – For computing per diem allowances, official travel starts at the day (time) the consultant leaves their home, office, or other authorized point and ends on the day (time) the consultant returns home, to the office, or other authorized point.

Travel Expenses – Includes meals, lodging, transportation and incidental expenses for less than 30 consecutive days.

Extended Travel Expenses - Includes meals, lodging, transportation and incidental expenses for 30 or more consecutive days.

Reimbursable expenses – those official expenses directly related to a project or assignment related to an executed contract or agreement.

4.	Reimbursements
Expenses incurred by the Consultant/Contractor performed outside the scope of the Consultant/Contractor Agreement will be denied.  This includes, but is not limited to, expenses incurred:
· Prior to the execution of the Agreement;
· After the expiration of the Agreement;
· At a location not included in the Agreement;
· At a cost in excess of those costs allowed within the Agreement and/or within this Policy.
· In connection with other agreements the Consultant/Contractor has with other clients.

Only those expenses which are ordinary and necessary, and within the allowable budget, to accomplish the official business purpose are eligible for reimbursement.

Entertainment expenses, including alcohol, are not reimbursable.

Consultants/Contractors will be responsible for all unapproved travel and related expenses.



5.	Interrupted Itinerary
If official business travel is interrupted for personal convenience, any resulting expense shall be borne by the Consultant/Contractor.

2.	Transportation Expenses


1.	Guideline
Consultants must utilize the most economical mode of transportation and the most usually traveled route consistent with the business purpose of the trip.  

2.	Air Travel

Lowest Available Airfare
Airfare reimbursement shall not exceed the lowest practical, available cost of competing airfare.  When all considerations are equal (e.g. travel time dates, times, destination, and work impacted by travel), the consultant must choose the lowest fare available at that time, regardless of personal preferences for air carrier.

Use of Business or First Class
No reimbursement will be made for Business or First Class travel without advance written approval from the SAWS Contracting Director (or designee).  (Note:  Business or First Class accommodations obtained through use of frequent flyer programs or at Consultant’s expense will not require advance approval.  However, Consultant must be able to the lowest available price of Coach accommodations in order to be reimbursed from that portion of the expense.)

First Class travel may be approved under the following circumstances:
· Required to accommodate a disability or special medical need (requires proof from a medical doctor);
· No other class of service (coach or business) is available within 24 hours of the proposed departure or arrival time.

Business Class travel may be approved under the following circumstances:
· No other class of service is provided on regularly scheduled flights between origin and destination.
· Required to accommodate a disability or special medical need.
· An overall savings (subsistence costs, overtime, lost productivity time) compared to waiting for coach class.

Extended Travel to Save Costs
The additional expenses associated with travel that includes an extended stay (e.g. Saturday night stay) may be reimbursed when the overall savings is at least $150 compared to the cost if the Consultant had not extended the trip.

The additional expenses that must be considered for the extended stay savings include but not limited to are, additional cost of lodging, rental car, meals and parking.


3.	Travel by Private Automobile

Reimbursement for Travel by Private Automobile
When a private automobile is used due to business necessity, actual mileage will be reimbursed at the most current rate allowable by the Internal Revenue Service.  The number of miles driven must be documented by the Consultant.  No additional reimbursement is made for expenses related to the use of the automobile.  Routine repairs, cleaning, detailing, tires, gasoline, or other automobile expense items are not reimbursed for privately owned automobiles.

When two or more persons share a privately owned automobile, only the driver may claim the reimbursement for mileage.  Two or more persons traveling to the same destination, for the same purpose, and same or approximately the same time span on the same days or days shall be expected to share a privately owned automobile whenever possible.

Charges for parking and toll roads are allowed; however receipts must be provided.


Reimbursement for Travel by Private Automobile in Lieu of Air Travel
When a private automobile is used instead of available air travel for the personal convenience of the Consultant, reimbursement of transportation costs by private automobile shall not exceed the documented amount of airfare Consultant would have paid had the Consultant traveled by air.

Reimbursement for Travel To or From a Common Carrier Terminal
When a Consultant drives a privately owned automobile to or from a common carrier terminal, the mileage and tolls for one round trip, plus parking for the duration of the trip may be claimed for reimbursement.  Documented miles driven and receipts must be provided.  Consultant is expected to use the lowest, reasonable cost parking option available.


4.	Rental Vehicles
Rental cars may be used for transportation to or from a common carrier terminal.  Rental cars may also be used upon arrival at the official business destination when the use of public transportation or other transportation such as taxis is not practical when cost, number of miles to be traveled and other factors are taken into consideration.  Only commercial agencies may be used.  Consultants are strongly encouraged to request the lowest available rate when making rental car reservations.

Reimbursement is limited to standard sedans or a vehicle commensurate with the requirements of the trip.  The cost of the rental car and gasoline will be reimbursed.  Documented miles driven and receipts are must be provided.

The car must be turned in promptly.  Daily charges, outside Official Travel Time, will not be reimbursed.

Insurance
The Consultant assumes all risks and expenses associated with obtaining insurance deemed necessary when using a rental car.  Car rental insurance, including collision damage waivers, is not reimbursable.


5.	Ground Transportation

The following guidelines apply to ground transportation to or from a common carrier terminal at the business point.

Taxis
The cost of the taxi ride plus gratuity will be reimbursed.  Receipts must be provided.

Airport Shuttle Service
The cost of the airport shuttle ride plus gratuity will be reimbursed.  Receipts must be provided.

Local Buses and Subways
Local bus and subway fares are reimbursable; however, receipts are not required.
3. Living Expenses


1.	Lodging

Lodging expenses for travel within the Continental United States (CONUS) are reimbursed at actual cost, up to the maximum rate established in the U. S. General Services Administration (GSA) Federal Travel Regulation Domestic Per Diem Rates.  Lodging taxes, although not included in the GSA per diem rate for lodging, are additionally reimbursable.  Consultants are strongly encouraged to request the lowest available rate when making the lodging reservations.

Hotel bills should show the hotel name and locations, dates room was occupied and the rate per day.  Other items appearing on the hotel bill should be identified as to the business reason for the charges.

Consultant will not be reimbursed for the following expenses appearing on the hotel bill:
· Alcohol (alone or part of meal)
· Entertainment
· Personal services in general
· Laundry/Dry cleaning if travel is less than five days

When accommodations are shared with other than an official Consultant, reimbursement is limited to the cost that would have been incurred had the Consultant been traveling alone.

2.	Non-Commercial Lodging
Consultants lodging in non-commercial facilities such as house trailers or field camping are reimbursed actual expenses up to the maximum applicable GSA lodging rate.  No reimbursement for housing as a guest in a private home.

3.	Meals Expense
Meals expense for travel within the Continental United States (CONUS) are reimbursed at actual cost, up to the maximum rate established in the U. S. General Services Administration (GSA) Federal Travel Regulation Domestic Per Diem Rates.

Meals expense for the first and last day of travel are reimbursed at the lower of actual costs or the pro-rated GSA per diem rate listed below:

	Beginning of “Official Travel Time”
Date of Departure
	Ending of “Official Travel Time”
Date of Departure

	Prior to 11:00 am
	100% per diem
	Prior to 11:00 am
	  33% per diem

	11:01 am to 5:00 pm
	  66% per diem
	11:01 am to 5:00 pm
	  66% per diem

	After 5:00 pm
	  33% per diem
	After 5:00 pm
	 100% per diem



For travel of more than 12 hours but less than 24 hours; meals are reimbursed at the pro-rated GSA per diem rates defined above.

Daily expenses incurred within the vicinity of the Consultant’s primary work site shall not be reimbursed.

4.	Incidental Expenses
Payments for tolls, parking charges, cab fares can be reimbursed with proper documentation.  Reasonable laundry and dry cleaning expenses will be allowed if travel is over a period of 5 consecutive days.  Additionally, reasonable gratuities shall be reimbursed.

Expenses for entertainment and personal convenience items such as alcohol, in-room movies, reading materials and clothing are not reimbursable.

5.	Daily Allowance and Lodging Allowance for Extended Travel
A Consultant remaining at one location for 30 days or more but not more than six months shall be considered extended travel.  The 30 days begins on the first day at the assignment location.  The Consultant’s return home for weekends does not break the continuity of an extended travel assignment.

The maximum reimbursable rate for extended travel will be the lesser of actual costs of lodging (housekeeping, utilities and furniture rental), meals, and incidentals (as previously outlined above) or 60% of the maximum rate established in the U. S. General Services Administration (GSA) Federal Travel Regulation Domestic Per Diem Rates.

All extended travel must be approved in advance by the Contracting Director or designee prior to Consultant committing to any extended lodging arrangement.

Consultants are encouraged to require employees to relocate to the primary work site, when practical, to avoid excessive Extended Travel and/or repetitive Travel for weekly commute to the primary work site from Consultant or Consultant’s employees’ homes.

4.	Miscellaneous Expenses


1.	General
Miscellaneous expenses that are ordinary and necessary to accomplish the official business purpose of the trip are reimbursable.  Receipts are required for all miscellaneous expenses.  The most common of these expenses are as follows:

· Use of computers, printers, faxing machines, and scanners.
· Postage and delivery.
· Office supplies specific to the project.

Expenses that will not be reimbursed will be items for personal use or items that do not have a direct business reason or benefit to the project.  Examples of these expenses are:

· Business gifts.
· Snacks or other entertainment items for staff meetings and/or meetings with sub-consultants.
· Mileage expense for purchase of items, where the direct project related item was purchased was not the sole reason for the trip.
· Carrying cases for cell phones or computers.
· Items that could be used on more than one project.

2.	Telephone Calls
Telephone calls should be made in the most economical method possible.  Claims for phone call require a statement of the date, person called, phone number, and business reason for the call.

Personal phone calls are not reimbursable.

5.	Travel Expense Statements


1.	Reimbursement
A travel expense statement must be prepared and submitted with the appropriate supporting documents.  Expenses should be itemized chronologically according to the nature and type of travel expense (i.e. airfare, hotel, meals, etc.).  The completed and supported travel expense statement should be submitted in the next billing cycle closest to the actual expense.
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